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Chapter 19
IP Routing in the LAN




Objectives

» VLAN Routing with Router 802.1Q Trunks
- VLAN Routing with Layer 3 Switch SVIs

» VLAN Routing with Layer 3 Switch Routed Ports



VLAN Routing with Router 802.1Q
Trunks

 There are four different Router LAN routing categories:

= Use a router, with one router LAN interface and cable connected
to the switch for each and every VLAN (typically not used)

= Use a router, with a VLAN trunk connecting to a LAN switch
(known as router-on-a-stick, or ROAS)

» Use a Layer 3 switch with switched virtual interfaces (SVI)

= Use a Layer 3 switch with routed interfaces (which may or may
not be Layer 3 EtherChannels)



VLAN Routing with Router 802.1Q
Trunks
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« The figure shows cases in which these options could be used.

- It shows a classic case for using a router with a VLAN trunk at the branches
on the right and either of the two options in Layer 4 switches at the central
site on the left.
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Configuring ROAS
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« ROAS uses router VLAN trunking configuration to give the router a logical
router interface connected to each VLAN and therefore each subnet that sits
on a separate VLAN.

« The ROAS configuration creates a subinterface for each VLAN on the trunk,
and the router then treats all frames tagged with that associated VLAN ID
as if they came in or out of that subinterface.



R
Configuring ROAS

BEl# show running-config

! Only pertinent lines shown
interface gigabitethernst 0/0

! Moo IP address up here! Mo encapsulaticn up herel
1

interfacs gigabitethernst 0/0.10
encapsulation dotlg 10

ip address 10.1.10.1 255.255.255.0
1
interface gigabitethernst 0/0.20
encapsulation dotlg 20

ip address 10.1.20.1 255.255.255.0

« The figure shows a full example of the 802.1Q trunking configuration

required on router B1 (from the previous slide),including the following
steps:

= Step 1. Use the interface type number.subint command in global configuration mode to
create a unique subinterface for each VLAN that needs to be routed.

= Step 2. Use the encapsulation dot1q vlan_id command in subinterface configuration
mode to enable 802.1Q and associate one specific VLAN with the subinterface.

Step 3. Use the ip address address mask command in subinterface configuration mode to
configure IP settings (address and mask).



Configuring ROAS

! First opticn: put the natiwve VLAN IP addres= on the physical interfacs

interface gigabitethernet 0/0

ip address 12.1.10.1 255.255.285.0
1

interface gigabitethernet 0/0.20
encapsulaticn dotlg 20

ip addrees 10.1.20.1 255.255.255.0

! E=zcond option: like Example 19-1, but add the native keyword
interface gigabitethernet 070.10

encapsulaticn dotlg 10 natiwve

ip address 10.1.10.1 255.255.255.0

1

interface gigabitethernet 070.20

encapsulaticn dotlg Z0

ip addrees 10.1.20.1 255.255.255.0

- There are two options to define a router interface for the native VLAN:

= Configure the ip address command on the physical interface, but without an encapsulation
command; the router considers this physical interface to be using the native VLAN.

= Configure the ip address command on a subinterface, and use the encapsulation dot1q vlan-id
native subcommand to tell the router both the VLAN ID and the fact that it is the native VLAN.



R
Verifying ROAS

El# gshow ip routs connected

Codea: L - loecal, € - conneckted, & - static, R - RIP, M - mchile, BE - BEFP
| Legend omitted for brevity

10.0.0.0/28 ia wariably subnetted, 4 subnets, 2 masks
10.1.10.9/24 ie directly cocnnscted, GigabitEthernst0/0.10

10.1.10.1/32 is directly connscted, GigabitEthsrnet0/0.10
10.1.20.0/24 is directly connscted, ZigabitEthernet0/0.20

[ T e

10.1.20.1/32 ieg directly connected, CigabitEthernet0/0.20

- Beyond using the show running-config command, ROAS configuration
on a router can be best verified using either the show ip route
[connected] or show vlans command.
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Verifying ROAS

Bl¥ configure terminal

Enter configuration commands, cne per lins. End with CHTL/Z.
Bliconfig) 4 interface g0/0

Bl (config-if)f# shutdown

Bl {config-ifig “%

El# ahow ip intarface brief | includs 0/0

GigabitEthernst0/ 0 unassigned YEE marmal administratively down down
GigabitEchernst0/0.10 10.1.10.1 YEE marmal adminietratively down down
GigabitEchernst0/0.20 10.1.20.1 YEE marmal administratively down down

» Note that ROAS subinterface state does depend on the physical interface
state; the subinterface state cannot be better than the physical interface
state.

- Additionally, the subinterface state can also be enabled and disabled
independently from the physical interface.



R
Verifying ROAS

R1# show vlans

Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interface: GigabitEthernet0/0

Protocols Conflgured: Address: Recelved: Transmitted:
Other 0 83

69 packebs, 20914 bytes 1npubt
147 packets, 11841 bytes output

Virtual LAN ID: 10 (TEEE 802.1Q Encapsulation)

VLAN Trunk Interface: GlgabitEthernet0/0.10

This is configured as native Vlan for the following interface(s) :

GlgabltEthernet0/0 Native-vlan Tx-type: Untagged
Protocols Conflgured: Address: Recelved: Transmitted:
IP 10.1.10.1 2 3
Other [¢] 1

3 packets, 722 bytes input
4 packets, 264 bytes output

Virtual LAN ID: 20 (IEEE 802.1Q Encapsulation)

VvLAN Trunk Interface: GlgabitEthernet0/0.20

Protocols Conflgured: Address: Recelved: Transmitted:
IP 10.1.20.1 0 134
Other 0 1

0 packets, 0 bytes input
135 packets, 10498 bytes output

 The other useful ROAS verification command is show vlans, which spells out which
router trunk interface use which VLANS, and which VLAN is the native VLAN.
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Troubleshooting ROAS

« To check ROAS on a router, start with the intended configuration and ask
questions about the configuration as follows:

1. Iseach non-native VLAN configured on the router with an encapsulation dot1q vlan-id
command on a subinterface?

2. Do those same VLANSs exist on the trunk on the neighboring switch (show interfaces
trunk), and are they in the allowed list, not VTP pruned, and not STP blocked?

3. Does each router ROAS subinterface have an IP address/mask configured per the planned
configuration?

4. If using the native VLAN, is it configured correctly on the router either on a subinterface
(with an encapsulation dot1q vlan-id native command) or implied on the physical
interface?

5. Isthe same native VLAN configured on the neighboring switch’s trunk?

6. Are the router physical or ROAS subinterfaces configured with a shutdown command?



Configuring Routing with Layer 3
Switch SVis
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- The Layer 3 switching function needs a virtual interface connected to each
VLAN internal to the switch.

« These VLAN interfaces act like router interfaces, with an IP address and
mask.



Configuring Routing with Layer 3
Switch SVis

- To configure Layer 3 switching using SVIs follow these steps:

= Step 1. Enable IP routing on the switch, as needed:

A. Use the sdm prefer lanbase-routing command (or similar) in global configuration mode to change the
switch forwarding ASIC settings to make space for IPv4 routes at the next reload of the switch.

B. Use the reload EXEC command in enable mode to reload (reboot) the switch to pick up the new sdm
prefer command setting.

C. Once reloaded, use the ip routing command in global configuration mode to enable the IPv4 routing
function in IOS software and to enable key commands like show ip route.



R
Configuring Routing with Layer 3
Switch SVIs

ip routing

1

interface wvlan 10

ip address 10.1.10.1 255.255.255.0
1

interface wvlan 20

ip address 10.1.20.1 255.255.255.0
1

interface wvlan 30

ip address 10.1.30.1 255.255.255.0

= Step 2. Configure each SVI interface, one per VLAN for which routing should be done by this
Layer 3 switch:

A. Use the interface vlan vlan_id command in global configuration mode to create a VLAN interface, and
to give the switch’s routing logic a Layer 3 interface connected into the VLAN of the same number.

B. Use the ip address address mask command in VLAN interface configuration mode to configure an IP
address and mask on the VLAN interface, enabling IPv4 routing on that VLAN interface.

C. (As needed) Use the no shutdown command in interface configuration mode to enable the VLAN
interface (if it is currently in a shutdown state).



R
Verifying Routing with SVIs

EWlH# show ip route
! legend cmitted for brewvity

10.0.0.0/8 iz wariably subnettsed, & subnets, 2 masks

C 10.1.10.0/24 ie directly conmected, VlanlO
L 10.1.10.1/32 ies directly connscted, Vlanli
C 10.1.20.0/24 ig diresctly connected, Vlan2i
L 10.1.20.1/32 is directly connected, Vlan2o
c 10.1.320.0/24 ie directly conmected, Vlan30
L 10.1.20.1/32 is directly connected, Vlan30

« To support the routing of packets the switch adds connected IP routes.

« The switch would also need additional routes to the rest of the network (not
shown); the Layer 3 switch could use static routes or a routing protocol.



Troubleshooting Routing with SVIs

- Make sure the switch has been enabled to support IP routing.

« The VLAN associated with each VLAN interface must be known and active
on the local switch.

- Some models of Cisco switches default to enable Layer 3 switching and
some do not; make sure the switch supports Layer 3 routing.

» The sdm prefer command changes how the switch forwarding chips
allocate memory for different forwarding tables.

- Many access switches that support Layer 3 switching will have an SDM
default that does not allocate space for the IP routing table.

« Once changed and reloaded, the ip routing command then enables IPv4
routing.



Troubleshooting Routing with SVIs

EWl# show ip route

-

% Invalid input detected at '"' marker.

EW3if# configure terminal
Enter configuration commands, ons per line. End with CHTL/Z.
EW3 (configi# ip routing

-

% Invalid input detected at '"' marker.

» The figure shows some symptoms on a router for which Layer 3 switch had
not yet been enabled by the sdm prefer command.
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Troubleshooting Routing with SVIs

« The next thing to investigate when troubleshooting SVIs relates to the SVI
state

- Each VLAN interface has a matching VLAN of the same number, and the
VLAN interface’s state is tied to the state of that VLAN; in particular:

Step 1. The VLAN must be defined on the local switch (either explicitly, or learned with VTP).

Step 2. The switch must have at least one up/up interface using the VLAN, either/both:
A. An up/up access interface assigned to that VLAN

B. A trunk interface for which the VLAN is in the allowed list, is STP forwarding, and is not VTP pruned

Step 3. The VLAN (not the VLAN interface) must be administratively enabled (that is, not
shutdown).

Step 4. The VLAN interface (not the VLAN) must be administratively enabled (that is, not
shutdown).
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Troubleshooting Routing with SVIs

« The figure (next slide) shows three scenarios, each of which leads to one of
the VLAN interface in the previous configuration examples:

= Scenario 1: The last access interface in VLAN 10 is shut down (Fo/1), so IOS shuts down the VLAN 10
interface.

= Scenario 2: VLAN 20 (not VLAN interface 20, but VLAN 20) is deleted, which results in IOS then bringing
down (not shutting down) the VLAN 20 interface.

= Scenario 3: VLAN 30 (not VLAN interface 30, but VLAN 30) is shut down, which results in IOS then bringing
down (not shutting down) the VLAN 30 interface.



Troubleshooting Routing with SVIs

SW1l# conflgure terminal

Enter configuration commands, one per line. End with CNTL/Z.

| Case 1: Interface F0/1, the last up/up access interface im VLAN 10, 1s shutdown
EWl (config)# interface fastEthernet 0/1

EW1 (conflg-11f)# shutdown

EW1 (config-11)#

*Apr 2 19:54:08.784: %LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl0, changed
state to down

EWl (conflg-1f)#

*Apr 2 19:54:10.772: $LINK-5-CHANCED: Interface FastEthernet0/1, changed state to
administratively down

*Apr 2 19:54:11.779: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down

! Case 2: VLAN 20 1s deleted
SW1 (config)# no vlan 20
EW1 (config)#

*Apr 2 19:54:39.688: SLINEPROTO-5-UPDOWN: Llne protocol on Interface Vlian20, changed
state to down

| Case 3: VLAN 30, the VLAN from the switch to the router, 1s shutdown
EWl (config)# vlan 30

W1 (conflg-vlan)# shutdown

SWl (config-vlan)# exit

EW1 (config)#

*Apr 2 19:55:25.204: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan3d0, changed
state to down

| Final status of all three VLAN interfaces are below
SW1# show 1p interface brief | include Vlan

Vlianl unasslgned YES manual administratively down down
Vlianl0 10.1.10.1 YES manual up down
Vlan20 10.1.20.1 YES manual up down

Vlian3io 10.1.30.1 YES manual up down




VLAN Routing with Layer 3 Switched
Routed Ports

« When configuring Layer 3 switching using SVI’s the physical interfaces on
the switches act like they always have as Layer 2 interfaces.

- Alternatively, the Layer 3 switch configuration can make a physical port act
like a router interface instead.

- To do so, the switch configuration makes that port a routed port.

« On a routed port, when a frame is received on the physical interface, the
switch does not perform Layer 2 switching logic on that frame; instead the
switch performs routing actions, including;:
= Stripping off the incoming frame’s Ethernet data link header/trailer

Making a Layer 3 forwarding decision by comparing the destination IP address to the IP
routing table

Adding a new Ethernet data link header/trailer to the packet

Forwarding the packet, encapsulated in a new frame



Implementing Routed Interfaces on
Switches
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- When a Layer 3 switch needs a Layer 3 interface connected to a subnet, and
only one physical interface connects to that subnet, the network engineer
can choose to use a routed port.

- When the Layer 3 switch needs a Layer 3 interface connected to a subnet
with many physical interfaces on the switch connecting to that subnet, an
SVI needs to be used.



Implementing Routed Interfaces on
Switches

ip routing

interface vlan 10

ip address 10.1.10.1 255.255.255.0

interface vlan 20

ip address 10.1.20.1 255.255.255.0

interface gigabitethernet 0/1
no awitchport

ip address 10.1.30.1 255.255.255.0

- Enabling a switch interface to be a routed interface is simple, just use the
no switchport subcommand on the physical interface.

» Once the port is acting as a routed port, think of it like a router interface.



Implementing Routed Interfaces on
Switches

« Once configured, the routed interface will show up different in command
output on the switch:

> show interfaces: Similar to the same command on a router, the output will display the IP
address of the interface. (For switch ports, this command does not list an IP address.)

> show interfaces status: Under the “VLAN” heading, instead of listing the access VLAN or
the word “trunk,” the output lists the word “routed,” meaning that it is a routed port.

> show ip route: Lists the routed port as an outgoing interface in routes.

>  show interfaces type number switchport: If a routed port, the output is short and
confirms that the port is not a switch port. (If the port is a Layer 2 port, this command lists
many configuration and status details.)



Verification Commands for Routed
Ports on Switches

EW11# show interfaces g0/1

GlgabitEtherneto/1 is up, line protocol 1s up (connected)
Hardware 1is Glgabit Ethernet, address 1s bccd.938b.e541 (bla beocd.938b.ebdl)
Internet address 18 10.1.30.1/24

I 1ines omitted for brevity

EW1l# show interfaces status

| Only ports related to the example are shown; the command lists physical only

Fort Name Status Vlan Duplex Speed Type

Fa0/1 connected 10 a-full a-100 10/100BaseTX
Fao/2 notconnect 10 auto auto 10/100BaseTX
Fao/3 connected 20 a-full a-100 10/100BaseTX
Fan/4 connected 20 a-full a-100 10/100BaseTX
Gi0/1 connected routed a-full a-1000 10/100/1000BaseTX

SW1#f show ip route
| legend omitted for brevity

10.0.0.0/8 1s variably subnetted, 6 subnets, 2 masks
C 10.1.10.0/24 1s directly connected, Vlanlo0
L 10.1.10.1/32 1s directly connected, Vlanl0
10.1.20.0/24 1s directly connected, Vlan20
10.1.20.1/32 1s directly connected, Vlan20
10.1.30.0/24 1s directly connected, GlgabltEthernet0/1
L 10.1.30.1/32 1s directly connected, GlgabltECLhernet0/1

SW1l# show Interfaces g0/1 switchport
Name: G10/1
Switehport: Disabled




Implementing Routedinterfaces on
Switches

Layer 2 Access: SVis Layer 2 Access: SVIs
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- For any topologies with point-to-point links between two devices that do
routing, a routed interface works well.

- All the ports that are links directly between the Layer 3 switches can be a
routed interface.

« For VLANS for which many interfaces connect to the VLANSs, SVIs make
sense.




Implementing Layer 3 EtherChannels
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- Using a Layer 3 EtherChannel makes sense with multiple parallel links
between two switches.

- Each pair of links acts as one Layer 3 link.

« So each pair of switches has one routing protocol neighbor relationship and
learns one route per destination per pair of links.

- I0S then balances the traffic, often with better balancing than Layer 3
balancing.



Implementing Layer 3 EtherChannels

« Configuring Layer 3 EtherChannel takes only a little more work then a
Layer 2 EtherChannel

 The following checklist shows the steps:

= Step 1. Configure the physical interfaces as follows, in interface configuration mode:

A. Add the channel-group number mode on command to add it to the channel. Use the same number

for all physical interfaces on the same switch, but the number used (the channel-group number) can differ
on the two neighboring switches.

B. Add the no switchport command to make each physical port a routed port.

= Step 2. Configure the PortChannel interface:

A. Use the interface port-channel number command to move to portchannel configuration mode for the
same channel number configured on the physical interfaces.

B. Add the no switchport command to make sure that the port-channel interface acts as a routed port.
(IOS may have already added this command.)

C. Use the ip address address mask command to configure the address and mask.



Implementing Layer 3 EtherChannel
Example

interface port-channel 12 interface port-channel 12
ip address 10.1.12.1 255.255.255.0 ip address 10.1.12.2 255.255.255.0
no switchport no switchport
Po12 Poi2
| Fa0/22 " . . Fa0/23 [:]I

Q.L Fal/21 Fal/24 [ I
VLAN 2 Subnet 10.1.12.0/24 VLANB
Subnet 10.1.2.0/24 Subnet 10.1.3.0/24

interface GigabitEthernstl/0/13
no gwitchport

no ip address

channsl-group 12 mods on

1

interfacs GigabitEthernstl/0/14
no switchport

no ip address

channsl-group 12 mods on

1
interface Port-channell2

no gwitchport

ip address 10.1.12.1 255.255.2E5E.0

« The figures show an example of the configuration of Layer 3 EtherChannel
for SWi.



Verifying Layer 3 EtherChannel
Example

EWl# show interfaces port-channel 12

Port-channell is up, line protoccl is up (connscted)
Hardware iz EtherChannesl, addrese is bocd4.938b.2543 (bia bocod . 938b.=543)
Internet address ie 10.1.12.1/24

! lin=s omitted for brevity

EWl# show interfaces status

! Only ports relakted to the sxampls are shown.

Port Ham= Etatus= Vlan LCuplex Epesd Type

Gi1/0/13 connected routed a-full a-1000 10/100/1000Baa=TX
2i1/0/14 connected routed a-full a-1000 10/100/1000Bas=TX
Pocl2 connected routed a-full a-1000

EWlg show ip route

! legend omitted for brevity

10.0.0.0/8 is wariably subnetted, 4 subnets, Z masks
13.1.2.0/24 is directly connscted, Vlan2
10.1.2.1/32 is directly connscted, Vlanz
10.1.12.0/24 is directly conmected, Port-channell2
10.1.12.1/322 is diresctly connected, Port-channell?

| Y T e B i |




Verifying Layer 3 EtherChannel
Example

EWl# phow etherchannel 12 summary
- down F - bundled in port-channsl

Flagsa:
- gtand-alocns 8 - suspended

C
I
H - Hot-standky (LACP only)
R - Layesr3 £ - LayerZ
i)

- in uss f - failed to allocate aggregator
- not in use, minimm links not met

unsuitakble for bundling
- waiting to ke aggregated

L of £ =
!

- default port

Number <f channsl-groups in uas: 1

Number of aggregatcrs: 1
Group Port-channel Protocol Porta

B it T Fmmmmmm e e e R

12 PolZ (RU) - @i1/0/13(P) @i1/0/14(P)




Troubleshooting Layer 3
EtherChannels

« The following is a list of requirements for Layer 3 EtherChannels:

no switchport: The PortChannel interface must be configured with the no switchport
command, and so must the physical interfaces. If a physical interface is not also configured
with the no switchport command, it will not become operational in the EtherChannel.

Speed: The physical ports in the channel must use the same speed.

Duplex: The physical ports in the channel must use the same duplex.
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