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Chapter 20
Implementing OSPF




Objectives

- Implementing Single-Area OSPFv2
« OSPFv2 Interface Configuration

« Additional OSPFv2 Features



R
Implementing Single-Area OSPF

» Step 1. Use the router ospf process-id global command to enter OSPF
configuration mode for a particular OSPF process.

 Step 2. (Optional) Configure the OSPF router ID by doing the following:

A. Use the router-id id-value router subcommand to define the router ID.

B. Use the interface loopback number global command, along with an ip address
address mask command, to configure an IP address on a loopback interface (chooses the
highest IP address of all working loopbacks).

C. Rely on an interface IP address (chooses the highest IP address of all working
nonloopbacks).

« Step 3. Use one or more network ip-address wildcard-mask area
area-id router subcommands to enable OSPFv2 on any interfaces matched
by the configured address and mask, enabling OSPF on the interface for the
listed area.

- Step 4. (Optional) Use the passive-interface type number router
subcommand to configure any OSPF interfaces as passive if no neighbors
can or should be discovered on the interface.



Implementing Single-Area OSPF

Configuration

OSPF Mode:
router ospf 1 - Define Process ID

router-id 71.7.7.7 - Set Houter |D (Optional)

+ (Indirectly) Enable OSPF Process
network 10.0.0.0 0.255.255 255 area 0 on the Interface
+— Define Area Number
Interface Mode: Indirect!
interface S0/0/0
ipaddress 10.1.1.7 255.255.255.0




Sample Network for OSPF Single-Area
Configuration
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IPv4 Address Configuration on R1
(Including VLAN Trunking)

interface GigabitEthernet0/0.1
encapsulation dotlg 1 native

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernet0/0.2
encapsulation dotlg 2

ip address 10.1.2.1 255.255.255.0
!

interface GigabitEthernet0/0/0

ip address 10.1.12.1 255.255.255.0
1

interface GigabitEthernet0/1/0

ip address 10.1.13.1 255.255.255.0
1

interface GigabitEthernet0/z/0

ip address 10.1.14.1 255.255.255.0




R
Implementing Single-Area OSPF

router ocspf 1

network 10.0.0.0 0.255.255.255 area 0O

» The router ospf 1 global command puts the users into OSPF configuration
mode and sets the OSPF process-id to 1.

 This process-id just needs to be unique on the local router and be between 1
and 65,535.

« The OSPF network command tells the router to find its local interfaces
that match the first two parameters in the command.

- Those interfaces then discover neighbors, create neighbor relationships and
assign the interface to the area listed.



——
Matching with the OSPF network
Command

« The wildcard mask gives the local router its rules for matching its own
interfaces:

[u}

Wildcard 0.0.0.0: Compare all 4 octets. In other words, the numbers must exactly match.

s Wildcard 0.0.0.255: Compare the first 3 octets only. Ignore the last octet when comparing the
numbers.

> Wildcard 0.0.255.255: Compare the first 2 octets only. Ignore the last 2 octets when
comparing the numbers.

= Wildcard 0.255.255.255: Compare the first octet only. Ignore the last 3 octets when comparing
the numbers.

= Wildcard 255.255.255.255: Compare nothing—this wildcard mask means that all addresses
will match the network command.



I
Matching with the OSPF network

Command Lngil: in Command Matched
Interfaces
network 10.1.0.0 0.0.255.255 | Martch interface IP addresses thar begin with 101 | GO/0.341
GOML342
S0/0/0
network 10.0.0.0 March interface IP addresses that begin with 10 | G0/0.341
0.255.255.255 G0/0.342
S0/0/0
network 0L0.0.0 Martch all interface IP addresses GO/0.341
255.255.255.255 G0/0.342
S0/0/0
network 101.13.0 0.0.0.255 | March interface IP addresses that begin with SO/0/0
10.1.13
network 101.3.1 0.0.0.0 March one IP address: 10.1.3.1 GO/0.341




Matching with the OSPF network
Command

! Rl configuraticn next - ons network command enables OSFF
! on all thres interfaces
router capf 1

network 10.1.0.0 0.0.255.255 area 0

! B2 configuraticn next - Ons network command psr interfacs
router capf 1

network 10.1.12.2 0.0.0.0 area 0

natwork 10.1.24.2 0.0.0.0 area 0

natwork 10.1.2.2 0.0.0.0 area 0




OSPF Verification Commands

show running-config

LIS Config show ip protocols
network and
ip ospf Commands

N show ip ospf interface

" F':gﬁ'le‘d show ip ospf interface type number

o nieriaces show ip ospf interface brief
Discover
with Hello

R , show ip ospf neighbor

Pk Neighbors show ip ospf neighbor type number
Flood LSAs

”::-_-_-_:_r_ LSDB show ip ospf database

"==2» RIB show ip ospf rib

ﬁdmi_n Distance

“=---»  Routes

show ip route

show ip route ospf

show ip route subnet mask
show ip route | section subnet



R
Verifying OSPFv2 Single Area

E3¥ show ip cepf neighbeor

HNeighbor ID Fri Etates Lead Times Addre=as Interface

o B Bl i FULL/ - 00:00:33 1.7.33.1 B=riald/0/0

10.1.24 .4 1 FULL/CR 00:00:35 10.1.3.130 GigabitEthernstd /0. 342
10.1.24.4 1 FULL/CR 00:00:36 10.1.3.4 GigabitEthernstd/0.341

- Interface: This is the local router’s interface connected to the neighbor. For
example, the first neighbor in the list is reachable through R3’s So/0/0
interface.

 Address: This is the neighbor’s IP address on that link. Again, for this first
neighbor, the neighbor, which is R1, uses IP address 10.1.13.1.

- State: While many possible states exist, for the details discussed in this
chapter, FULL is the correct and fully working state in this case.

« Neighbor ID: This is the router ID of the neighbor.



R
Verifying OSPFv2 Single Area

R34 show ip oepf database

QEPF Router with ID (13.1.13.3) (Procsas ID 1)

Router Link States (Arsa 0)

Link ID ADV Router Age Seqi Checksum Link count
o BB Bl 1.1.1.1 408 0xB0000008 OxD022%4 &
2.2.2.2 Z.2.2.2 407 080000004 OxD0EBCE &
10.3.33.3 13.1.13.3 450 0x80000003 OxD01043 4
10.1.24 .4 10.1.24.4 451 0x80000003 0xD0SD7E 4

W=t Link EStates (Area 0)

Link ID ADV Router Age E=qgfi Checlksum
10.1.3.4 10.1.24.4 451 0xB0000001 0x0045F8
10.1.3.130 10.1.24.4 451 0xB0000001 OxDOS4ER

- When OSPF is working correctly in the internetwork with a single-area
design, all of the routers will have the same LSDB contents.

- For the purposes of the CCNA knowledge of the specifics about the output
of this command are not required.



——
IPv4 Routes Added by OSPF

R4# show 1p route

Codes: L - local, € - connected, & - static, R - RIP, M - mobile, B - B3P
D - RIGRP, EX - EIGRP external, © - QSPF, IA - OSPF inter area
N1 - OEPF NESA external Lype 1, N2 - QSPF NSESA external Lype 2
El - OS5PF external type 1, E2 - OSPF external type 2

| Addlticnal legend lines omltted for brevitCy

Gateway of last resort 1s not set

10.0.0.0/8 18 varlably subnetted, 9 subnets, 2 masks

10.1.1.0/24 [110/2] via 10.1.14.1, 00:27:24, GigabltEthernet0/0/0
10.1.2.0/24 [110/2] via 10.1.14.1, 00:27:24, GlgablitEthernet0/0/0
10.1.4.0/24 1s directly connected, Vland

10.1.4.4/32 18 directly connected, Vland

10.1.12.0/24 [110/2] vila 10.1.14.1, 00:27:24, GlgabltEthernet0/0/0
10.1.13.0/24 [110/2] wvia 10.1.14.1, 00:25:15, GlgabltEthernet0/0/0
10.1.14.0/24 1s directly connected, GlgabitEthernet0/0/0
10.1.14.4/32 18 directly connected, GlgabltEthernet0/0/0
10.1.23.0/24 (110/3) via 10.1.14.1, 00:27:24, GlgabltEthernet0/0/0

O o 0o 8B - o 8O K
-}




Router R3 Configuration and the show
ip protocols Command

! Flrst, a reminder of R3's conflguratlon per Example 20-3:
router ospf 1

network 10.1.13.3 0.0.0.0 area 0

network 10.1.23.3 0.0.0.0 area 0

!

I The output from router R3:

R3#§ show 1p protocols

#*% TP Routlng 1ls NSF aware ***

Routing Protocol 1s "eospf 1"

Outgoling update fllter llst for all Iinterfaces ls not set
Incoming update filter 1llst for all Interfaces 1s not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

10.1.13.3 0.0.0.0 area 0

10.1.23.3 0.0.0.0 area 0

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 02:05:26
4.4.4.4 110 02:05:26
2.2.2.2 110 01:51:16

Distance: (default 1s 110)




show ip ospf interface brief Command

H1# show 1p ospf interface brief

Interface PID Area IP Address,/Mask Cost GState Nbrs F/C
Gi1o0/0/0 1 0 10.1.12.1/24 1 BDR 1/1
G10/1/0 1 0 10.1.13.1/24 1 BDR  1/1
Gi0/2/0 1 0 10.1.14.1/24 1 DR 1/1
G10/0.2 1 0 10.1.2.1/24 1 DR 0/0
G10/0.1 1 0 10.1.1.1/24 1 DR 0/0




——
Configuring the OSPF Router ID

« OSPF speaking routers must have a router-ID (RID) for proper operation.
- By default, routers will choose an interface IP address to use as the RID.
- Typically, engineers prefer to choose each router’s RID.

- A Cisco router uses the following process when the router reloads and
brings up the OSPF process to find the RID:

1. If the router-id rid OSPF subcommand is configured, this value is used as the RID.

2. If any loopback interfaces have an IP address configured, and the interface has an interface
status of up, the router picks the highest numeric IP address among these loopback
interfaces.

3. The router picks the highest numeric IP address from all other interfaces whose interface
status code (first status code) is up. (In other words, an interface in up/down state will be
included by OSPF when choosing its router ID.)



OSPF Router ID Configuration
Examples

! Rl Configuraticn first
router ospf 1

router-id 1.1.1.1
network 10.1.0.0 0.0.255.255 area 0

! R2 Configuraticn next
1

interface Looplkack2
ip address 2.2.2.2 255.255.255.255

El# ghow ip cepf
Routing Procsss "ocapf 1" with ID 1.1.1.1

! lin=ss omitted for brevity




I ———.
Implementing Multiarea OSPF

Area 23

24 10.1.23.2 /24
Area 0 A2

10.1.23.3 /24

10.1.1.1 /24 » - ’
G0/0.2 10.1.13.1 /24 “__10.1.13.3 /24
10.1.2.1 /24 '

router ospt
.1.1 0.0.0.0 area 0
.2.1 0.0.0.0 area 0

network 10.
network 10.
network 10.1.12.1 0.0.0.0 area 23

network 10.1.12.1 0.0.0.0 area 23

H B B Bl R

network 10.1.14.1 0.0.0.0 area 4




OSPF Single-Area Configuration

Area 0

22 10.1.23.2 /24
A0 A0 GO/

10.1.1.1 /24 10.1.23.3 /24
G0/0.1 GO/1/0 ~ GO/0/0 % GO/
10.1.13.1/24 101.13.3 /24
G0/0.2 !
10.1.2.1 /24
. 10.1.4.4/24
W GO/1

i




I ———.
OSPF Single-Area Configuration

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)# router ospf 1

Rl (config-router)# no network 10.0.0.0 0.255.255.255 area 0
R1 (config-router)

*Apr 8 19:35:24.994: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on GigabitEthernet0/0/0
from FULL to DOWN, Neighbor Down: Interface down or detached

*Apr 8 19:35:24.994: %0SPF-5-ADJCHC: Process 1, Nbr 3.3.3.3 on CigabitEthernet0/1/0
from FULL to DOWN, Neighbor Down: Interface down or detached

*Apr 8 19:35:24.994: %0SPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on GigabitEthernet0/2/0
from FULL to DOWN, Neighbor Down: Interface down or detached

Rl (config-router)# interface g0/0.1
Rl (config-subif)# ip ospf 1 area 0

Rl (config-subif)# interface g0/0.2

Rl (config-subif)# ip ospf 1 area 0

Rl (config-subif)# interface g0/0/0

Rl (config-if)# ip ospf 1 area 0

Rl (config-if)#

*Apr 8 19:35:52.970: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on GigabitEthernet0/0/0
from LOADING to FULL, Loading Done

Rl (config-if)# interface g0/1/0
Rl (config-1f)#§f ip ospf 1 area 0

Rl (config-if)#

*Apr 8 19:36:13.362: %0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.2 on GigabitEthernet0/1/0
from LOADING to FULL, Loading Done

Rl (config-if)# interface g0/2/0
R1 (config-if)#§ ip ospf 1 area 0
Rl (config-if)#

*Apr B8 19:37:05.398: %0SPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on GigabitEthernet0/2/0
from LOADING to FULL, Loading Done

Rl (config-1f)#



OSPF Passive Interfaces

« An OSPF interface configured as passive will do the following;:

Quit sending OSPF Hellos on the interface.
Ignore received Hellos on the interface.

Do not form neighbor relationships over the interface.

» OSPF does not form neighbor relationships over interfaces configured as
passive, but does still advertise about the subnet connected to that
interface.



OSPF Passive Interfaces

! First, make each subinterface passive directly

router cepf 1
paseive-interface @igabitEtherneti/0.11
paseive- interface @igabitEthernetd/0.12

! Or, changs the default to passiwve, and make the cther interfaces

! not be passive

router capf 1
paseive-interface default

no passive-interface seriald/0/0

no passive-interface seriall/0/1

- To configure an interface as passive there are two options:

> Adding the passive-interface type number command under router configuration mode.

= Configuring interfaces as passive by default with the passive-interface default command
under global configuration mode and using the no passive-interface type number
command to disable passive of specific interfaces.



OSPF Passive Interfaces

El# show ip cepf interface brief

Interface PID Area IP Rddresa/Mazk Coet  Etate Nbre E/fC
3i0/0.12 1 4] 10.1.1.129/25 1 DR ojo
Gi0/0.11 1 0 10.1.1.1/25 1 DR /0
Eel/0/0 1 0 10.1.12.1/25 64 BZP /0
Eel/0/1 1 0 10.1.13.1/25 64 PZP /0

Fl# show ip cepf interface gi/0.11
GigabitEthernst0/0.11 is up, line protocol is up
Internet Addresss 10.1.1.1/25, Ar=sa 0, Attached via Hetwork Statemsnt
Process ID 1, Router ID 10.1.1.129, MNetwork Typs BROADCAET, Cost: 1
Topology-MTID Cost Dizabled Shutdeocwn Topology Hame
4] 1 no no Base
Tranasmit Delay i=s 1 sec, Etate DR, Priority 1
Designated Router (ID) 10.1.1.12%, Interface address 10.1.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit &
oockb-reayne timecout 40

Ho Hellos (Pasaive interface)

! Lin=ss omitted for brevity

- OSPF makes it interesting to figure out which interfaces are passive:

s The show ip ospf interface brief command lists all interfaces on which OSPF is enabled including
passive interfaces.

s The show ip ospf interface command lists a single line that mentions that the interface is passive.



—————————
OSPF Default Routes

- The most classic case for using a routing protocol to advertise a default
route has to do with an enterprise’s connection to the Internet.

« The enterprise engineer uses the following design goals:

= All routers learn specific routes for subnets inside the company; a default route is not needed
when forwarding packets to these destinations.

= One router connects to the Internet, and it has a default route that points toward the Internet.

= All routers should dynamically learn a default route, used for all traffic going to the Internet,

so that all packets destined to locations in the Internet go to the one router connected to the
Internet.



OSPF Default Routes

OSPFv2 Advertises Default

el el |

'* (@ | default-information originate
I
| S Gor ! 192,024
501 GOH

2 G003 ¢
— @' ' ! @. ' Intarnsat
| S o Ao

L e

OSPFv2 Advertises Default

R1 has a static default route with a next-hop address of the ISP router.

R1 uses the OSPF default-information originate command to advertise a default
route using OSPF to B1 and B2.

R1 needs a default route, either defined as a static default route, learned from the
ISP with DHCP or learned from the ISP with a routing protocol like eBGP unless the
always parameter is used.



—————————
OSPF Default Routes

Default

- 10112 1 |::"='_.T-Ekl.l|’[E
@ G03 192.0.21 @ Internet

Gort 101.13 ,3’ =
B e

Diefault

» The branch routers then place the learned OSPF default route into their routing
tables.



EEE—————
OSPF Default Routes

! The next command is from Router Rl. Hote the static code for the default route
Rl¥ show ip route atatie

Codes: L - local, T - conneckted, £ - static, R - RIP, M - mobile, B - BGP
! Rest of the legend omitted for brevity

Gateway of last resort is 152.0.2.1 to network 0.0.03.0

Lw 0.0.0.0/0 [254/0] wia 192.0.2.1

! The next command iz from router BOl; notice the External route cods for the default
B21l# show ip route ocapf
Codes: L - local, T - connecked, & - static, R - RIP, M - mobile, B - BGP
I' - EIGRF, EX - EIGRP external, O - OEPF, IA - CEPF inter area
N1 - QEPF MEEA external typs 1, W2 - OEPF MNEER external typs 2
El - QEPF external type 1, EZ - CEPF external type 2
! Rest of the legend omitted for brevity

Gateway of last reaort is 10.1.12.1 to network 0.0.0.0

O*EZ ©0.0.0.0/0 [110/1] wia 10.1.12.1, 00:20:51, GigabitEthernst0/1
10.0.0.0/8 is wariably subnettsed, & subnets, 2 masks

[l 10.1.3.0/24 [110/3] wia 10.1.12.1, 00:20:51, GigabitEtherneti/1

0 19.1.13.0/24 [110/Z] wia 10.1.12.1, 00:20:51, GigabitEthernstd/1

* R1 uses DHCP to learn its IP address on its Gi0/3 interface from the ISP.

* R1 then creates a static default route with the ISP router’s IP address of 192.0.2.1 as the
next-hop address.



——
OSPF Metrics (Cost)

- Cisco routers allow three different ways to change the OSPF interface cost:

Directly, using the interface subcommand ip ospf cost x.

Using the default calculation per interface, and changing the interface bandwidth setting,
which changes the calculated value.

Using the default calculation per interface, and changing the OSPF reference bandwidth
setting, which changes the calculated value.

« IOS uses the Reference_bandwidth / Interface_bandwidth formula to
choose an interface’s cost.

- With this formula the following sequence of logic happens:

1. A higher interface bandwidth—that is, a faster bandwidth—results in a lower number in the
calculation.

2. A lower number in the calculation gives the interface a lower cost.

3. Aninterface with a lower cost is more likely to be used by OSPF when calculating the best
routes.



OSPF Metrics (Cost)

El# show ip cepf interface brief

Interface PID Area IP Address/Mask Cost Etatse HNbre F/C
Gio/f0.12 1 0 10.1.2.1/24 1 DR 0/0
Gi0/0.11 1 0 10.1.1.1/24 1 DR 0/0
Gi0/1 1 4 10.1.14.1/24 1 ELR 1/1
Eel/0/1 1 23 13.1.13.1/24 64 PZP 1/1
Eel/0/0 1 23 13.1.12.1/24 64 PZP 1/1




Interface Interface Default Formula (Kbps) OSPF Cost
Bandwidth (Kbps)

Serial

OSPF Metrics (Cost)

1544 Kbps

100,000 / 1544

64

Ethernet

10,000 Kbps

100,000 / 10,000

10

Fast Ethernet

100,000 Kbps

100,000/100,000

1

Gigabit Ethernet

1,000,000 Kbps

100,000/1,000,000

10 Gigabit Ethernet

10,000,000 Kbps

100,000/10,000,000

100 Gigabit Ethernet

100,000,000 Kbps

100,000/100,000,000




——
OSPF Load Balancing

» Typically when SPF calculates the metric of several routes, one route will
have the lowest metric, so OSPF puts it into the routing table.

- When metrics tie for multiple routes to the same subnet, the router can put
multiple equal-cost routes into the routing table. (By default, up to 4.)

 This default can be altered with the maximum-paths number
command.

- Routers can load balance in one of two ways:

On a per-packet basis, where each new packet it forwarded out the next path in round robin.

On a per-destination bases, where packets are forwarded using the same path for each specific
IP destination.
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