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Spanning Tree Protocol Concepts




Objectives

« STP and RSTP Basics
» Details Specific to STP (and Not RSTP)
- Rapid STP Concepts



Broadcast Storm
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Three Classes of Problems Caused by
Not Using STP in Redundant LANs

Problem Description

Broadcast storms The forwarding of a frame repeatedly on the same links, consuming
significant parts of the links’ capacities

MAC table instability | The continual updating of a switch’s MAC address table with
incorrect entries, in reaction to looping frames, resulting in frames
being sent to the wrong locations

Multiple frame A side effect of looping frames in which multiple copies of one frame
transmission are delivered to the intended host, confusing the host




STP/RSTP Blocks a Port to Break the
Loop
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STP/RSTP: Reasons for Forwarding or
Blocking

Characterization of Port STP State Description

All the root switch’s ports Forwarding | The root switch is always the designated switch
on all connected segments.

Each nonroot switch’s root | Forwarding | The port through which the switch has the least
port cost to reach the root switch (lowest root cost).

Each LAN’s designated port | Forwarding | The switch forwarding the Hello on to the
segment, with the lowest root cost, is the
designated switch for that segment.

All other working ports Blocking The port is not used for forwarding user frames,
nor are any frames received on these interfaces
considered for forwarding.




Fields in the STP Hello BPDU

Field Description

Root bridge ID The bridge ID of the switch the sender of this Hello currently believes
to be the root switch

Sender’s bridge ID | The bridge ID of the switch sending this Hello BPDU

Sender’s root cost The STP/RSTP cost between this switch and the current root

Timer values on the |Includes the Hello timer, MaxAge timer, and forward delay timer
root switch




Beginnings of the Root Election Process

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 4
, My BID:  32,769: 0200.0002.0002

" Root BID: 32,769: 0200.0001.0001
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Root Cost: 0 . ’
My BID:  32,769: 0200.0003.0003 :
’ Root Cost: 0

’ Gi0/2 Root BID: 32,769: 0200.0003.0003



SW1 Wins the Election

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32, 769; 0200.0001.0001

®

Root Cost: 4
My BID: 32,769: 0200.0002.0002
Root BID: 32,769: 0200.0001.0001

v

_ Root Cost: 5
GioN My BID: 32,769: 0200.0003.0003

q Gi0/2 Root BID: 32,769: 0200.0001.0001




How a Human Might Calculate
STP/RSTP Cost from SW3 to the Root
(SW1)
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How STP/RSTP Actually Calculates the
Cost from SW3 to the Root
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State of Each Interface

Switch
Interface

State

Reason Why the Interface Is in Forwarding State

SW1, Gi0/1

Forwarding

The interface is on the root switch, so it becomes the DP on that link.

SW1, Gi0/2

Forwarding

The interface is on the root switch, so it becomes the DP on that link.

SW2, Gi0/2

Forwarding

The root port of SW2.

SW2, Gi0/1

Forwarding

The designated port on the LAN segment to SW3.

SW3, Gi0/1

Forwarding

The root port of SW3.

SW3, Gi0/2

Blocking

Not the root port and not the designated port.




Default Port Costs According to IEEE

Ethernet Speed IEEE Cost: 1998 (and Before) IEEE Cost: 2004 (and After)
10 Mbps 100 2,000,000

100 Mbps 19 200,000

1 Gbps 4 20,000

10 Gbps 2 2000

100 Gbps N/A 200

1 Tbps N/A 20




STP Timers

Timer Default Description
Value

Hello 2 seconds The time period between Hellos created by the root.

MaxAge |10 times How long any switch should wait, after ceasing to hear Hellos,
Hello before trying to change the STP topology.

Forward |15 seconds | Delay that affects the process that occurs when an interface

delay changes from blocking state to forwarding state. A port stays in an
interim listening state, and then an interim learning state, for the
number of seconds defined by the forward delay timer.




Initial STP State Before SW1-SW3 Link
Fails
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Example of SW3 Making GO/2 Become
an Alternate Port
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Convergence Events with SW3 GO/ 1
Failure
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RSTP Backup Port Example




RSTP Link Types
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Two-Segment EtherChannels Between

Switches
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