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Chapter 2
Basic IPv4 Access Control Lists




Objectives

 Configure and verify access control lists



IPv4 Access Control List Basics

- IPv4 access control lists give network engineers
a way to identify different types of packets.

- ACL configurations list values that the router
can see in the IP, ICMP, TCP, and UDP (and

other) headers.

« IPv4 ACLs perform many functions in Cisco
routers, including packet filtering and QoS.



Locations to Filter Packets from Hosts
A and B Going Toward Server 51
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Pseudocode to Demonstrate ACL
Command-Matching Logic

S IP=10111 |—»

10114

ST F__ -
Al | =
= ST

|

— | FOO S0/0/0 /—“")'-« F0/0

B S0/0/M
.—'&—
10.1.1.2

1VKS_IP=10.1.1.1, Allow
2) i S_IP =10.1.1.2, Discard

S_IP=10112 [—»




Comparisons of IP ACL Types

Standard
Numbered

Numberad:
- 1D with Mumber
- Global Commands

Mamed:
- |0 with Mame
- Subcommands

Standard: Matching
- Source IP

Extended: Matching
- Source & Dest. IP
- Source & Dest. Port

- Others




Backdrop for Discussion of List Process
with IP ACLs

ACL 1 Pseudocode
[Ifs-crurc:e =10.1.1.1 Permit ]

s

S0/0A

If Source =10.1.1.x Deny
If Source =10.xX.x.x Pearmit




ACL Items Compared for Packets from
Hosts A, B, and C on Previous Slide

Host A Host B Host C
S IP=10111 [—» g 5 IP=10112 p—» S IP=10333 [—»

1.,.»"'If Source = 10.1.1.1 Parmit & I Source = 10.1.1.1 Permit &) If Source =10.1.1.1 Parmit
If Source = 10.1.1.x Deny JIf Source = 10.1.1.x Deny & If Scurce = 10.1.1.x Deny
If Source = 10.x.x.x Permit If Source = 10.x.x.x Permit I Source = 10.x.x.x Permit

Legend:

5S_|IP Source IP Addrass
/ Examined and matched

&) Examined and not matchead




Logic for WC Masks 0.0.0.255,
0.0.255.255, and 0.255.255.255

B BB - BEB
A t 1 1 1

0. 0. 0.255 0. 0.255. 255 0 255 255 255

255 = Ignore



Syntactically Correct ACL Replaces
Pseudocode

|




Binary Wildcard Mask Example

« For subnet 172.16.8.0 255.255.252.0, use the subnet
number as the address parameter and do the following
math to find the wildcard mask:

255.255.255.255
—255.255.252.0
0. 0. 3255




Matching Any/All Addresses

» In some cases, one ACL command can be used to
match any and all packets that reach that point
in the ACL using the any keyword.

- Example: access-list 1 permit any.

- All Cisco IP ACLs end with an implicit deny any.



Implementing Standard IP ACLs

- Step 1: Plan the location and direction on that
interface

- Step 2: Configuration one or more access-list

global configuration commands to create the
ACL

- Step 3: Enable the ACL on the chosen router
interface, in the correct direction, using the ip
access-group number {in | out} interface
subcommand.



Standard Numbered ACL Example 1
Configuration

RZf configure terminal

Enter ccbfiguratinn commands, one per line. End with CHTL/Z.
RZiconfig)l $ accesa-liat 1 permit 10.1.1.1

RZiconfig)l# acceze-list 1 deny 10.1.1.0 0.0,.0.255
RZiconfigl $ acecesa-list 1 permitc 10.0.0.0 0,355,355 ,255
Rz (config) $# interface 50/0/1

Rz {config-ifi# ip access-group 1 in

RZ (config-if)# “Z

RZf show running-config

| Lines omitted for brevity

acecegs-list 1 permit 10.1.1.1
acocega-liet 1 deny 10.1.1.0 0.0.0.25E5
acecega-list 1 permit 10.0.0.0 0,255,285, 25




ACL show Commands on R2

FiZ4 ghow ip acceas-liste
Etandard IP accsas liat 1
10 permit 13.1.1.1 {107 matches=)
20 deny 13.1.1.9, wildeard bits 0.0.0.255 (4 matches)
30 permit 10.0.0.0, wildeard bita 0.255.2E55.2Z55 (10 matches)
Eif show access-liste
Etandard IP access list 1
10 permit 13.1.1.1 {107 matches)
20 deny 13.1.1.9, wildeard bits ©.0.0.255 (4 matches)
30 permit 10.0.0.0, wildecard kbitas 0.255.2ZE5.2E5 (10 matches=)
EZ2# ghow ip interface e0/0/1
Seriald/0/1l ie up, lins protocol is up
Internet address ie 10.1.2.2/24
Eroadcoast addresa is 255.25E5.25L5. 2EE
Address dstermined by setup command
MTT is 1500 kytes
Hzlper addrss= iz nok =set
Dirscted broadcast forwarding is disabled

Multicast regsrved groupe Jjoinsd: 224.0.0.0
Outgoing accesa list ie not set
Inkcund acecesa liet is 1

! Linss omitted for brevity




Standard Numbered ACL Example 2

10.1.1.1/24 10.2.2 1
— -/
Ll ™ S
p—— 3 |
— FO/0 S0 4 EOi0 —

B | SO0M0M -/
i—— __ | FoA =]
— 52

10.1.1.2/24 — !

C
“=i‘5 10333 10222



Creating Log Messages for ACL
Statistics

Fl# show running-config

I lines removed for brevity

accegs-list 2 remark Thisz ACL permits serwver E1 traffic teo host A's subnst
acocega-liset Z permit 10.2.2.1 log
1

interface FO/0

ip access-group 2 ouk

El§

Feb 4 18:20:24.082; %EEC-6-IPACCEEELCGHP: list 2 permitted 0 10.2.2.1 - 10.1.1.1, 1
packst




Example of Checking the Interface and
Direction for an ACL

ACL 1
goccess-1list 1 permit 10.1.
255

1.1.1
aocess—1ist 1 deny 10.1.1.0 O0.0.0.
access-1ist 1 permit 10.0.0.0 0.255.255.255

—k
o
—
—
ks

E[i],!p e S0/0/1 FOI0
=| FO/0 S0/0/0 Lm«iﬁ-
,Q.?_ | For

Cann-::ut Match

10.1.1.2 I Can Match
‘.—-519333 104111 10.1.1.1



Building One-Line Standard ACLs:
Practice

Packets from 172.16.5.4

Packets from hosts with 192.168.6 as the first three octets
Packets from hosts with 192.168 as the first two octets
Packets from any host

Packets from subnet 10.1.200.0/21

Packets from subnet 10.1.200.0/27

Packets from subnet 172.20.112.0/23

Packets from subnet 172.20.112.0/26

Packets from subnet 192.168.9.64/28

Packets from subnet 192.168.9.64/30
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Reverse Engineering from ACL to
Address Range

- With the command access-list 1 permit
172.16.200.0 0.0.7.255, the low end of the range is

172.16.200.0.

 To find the high end of the range, add this number to
the WC mask, as shown here:

172.16.200.0

+ 0. 0. 7.235
172.16.207.255




Finding IP Addresses/Ranges Matching
by Existing ACLs

1 access-list 1 permit 10.7.6.5

2 access-list 2 permit 192.168.4.0 0.0.0.127
3 access-list 3 permit 192.168.6.0 0.0.0.31
4 access-list 4 permit 172.30.96.0 0.0.3.255
5 access-list 5 permit 172.30.96.0 0.0.0.63
6 access-list 6 permit 10.1.192.0 0.0.0.31

7 access-list 7 permit 10.1.192.0 0.0.1.255

8 access-list 8 permit 10.1.192.0 0.0.63.255



|0S Changing the Address Field in an
access-list Command

Fi# configure terminal
Enter configuration commands, one per lins. End with CHTL/Z.
RZ{configl # acecese-liet Z1 permit 10.1.1.1 0.0.255.255
EZi(configl g "I
Rz
EZ# show ip access-liata
Ctandard IP acceae list 21
10 permit 10.1.0.0, wildcard kite ©.0.255.2E55
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