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Chapter 3
Advanced IPv4 Access Control Lists




Objectives

 Configure and verify access control lists



Comparisons of IP ACL Types

Standard Standard Standard: Matching
Numbered Named - Source IP

Extended Extended Extended: Matching
Numbered Named - Source & Dest. IP
- Source & Dest. Port
- Others
Numbered: Named:
- ID with Number - |D with Name

- Global Commands - Subcommands

., > . .




IP Header, with Focus on Required
Fields in Extended IP ACLs

IP Header Mext Header
Af A

Variable

f g
Mlsaﬂgn:;nus Protocol| Headar |Source IP|Destination Options
Ficlds Type |Checksum | Address | IP Address

|dentifies Mext Header




Extended ACL Syntax, with Required

Fields
| Keyword | Lﬁ\fdress & Wilclu:arvlj_l

access-list 101 permit protocol  source IF dest IP

t 4

100- 199 ip

2000 - 2699 tcp Matching
udp Options
icmp

others...



Extended access-list Commands and
Logic Explanations

access-list Statement What it Matches

access-list 101 deny tcp any any Any IP packet that has a TCP header
access-list 101 deny udp any any Any IP packet that has a UDP header
access-list 101 deny icmp any any Any IP packet that has an ICMP header
access-list 101 deny ip host All IP packets from host 1.1.1.1 going to
1.1.1.1 host 2.2.2.2 host 2.2.2.2, regardless of the header
after the IP header
access-list 101 deny udp All IP packets that have a UDP header
1.1.1.0 0.0.0.255 any following the IP header, from subnet

1.1.1.0/24, and going to any destination



|IP Header, Followed by a TCP Header
and Port Number Fields

IF Header TCF Haader

n
Variable'! 2

A
3 1 2 4 4 2
M'Sﬁi?d";ﬁus Protocoll Header |Source IP|Destination IP Options Source | Dest. mt
Fields 6 (TCP) | Checksum| Address Address Fort | Port TCP

6 =TCF




Extended ACL Syntax with TCP and
UDP Port Numbers Enabled

Matching
access-list 101 permit protocol source |IP source_port  dest_IP  dest port
tcp eq__ eq __
udp ne ne
(| t__
gt__ gt__
range __ range __

Legend: |eq: = it < ne: % gt: = range:x toy




Filtering Packets Based on Destination
Port

Source 172.16.1.1 Destination 172.16.3.1 | Scource Port = 1023 Destination Port 21 —»

172.16.1.0/24 172.16.3.0/24
172.16.3.1
F 7
IN ouT
> @B §
50 FaQiy | =
Port 21

access-list 101 permit tep 172.16.1.0 0.0,0.255 172.16.3.0 0.0.0.255 eq 21

) ¢ A

Source |IP Destination IP Destination Port



Filtering Packets Based on Source Port

— Source 172.16.3.1 Dastination 1721611 | Source Port 21 Destination Port = 1023 &

172.15.1.0/24 172.16.3.0/24

*____ <N o N 172.16.3.1
EI e N~ — LN =

00 gy 50" G 1

Port 21
access-list 101 permit fcp 172.16.3.0 0,0.0.255 eq 21 172,16.1.0 0.0.0.255

Source !\dd ress Destination Address
Source Port



Popular Applications and Their Well-
Known Port Numbers

Port Number(s) | Protocol

20
21
22
23
25
93

68

TCP
TCP
TCP
TCP
TCP
UDP, TCP
UDP
UDP

Application

FTP Data
FTP control
SSH

Telnet

SMTP

DNS

DHCP Server
DHCP Client

access-list
Command
Keyword

telnet
smtp
domain
bootps
bootpc



Popular Applications and Their Well-
Known Port Numbers (continued)

Port Number(s) | Protocol Application access-list
Command
Keyword

TFTP tftp
80 TCP HTTP (WWW) WWWwW
110 TCP POP3 pop3
161 UDP SNMP snmp
443 TCP SSL
514 UDP Syslog
16,384-32,767 UDP RTP (Voice,

Video)



Extended access-list Command
Examples and Logic Explanations

access-list Statement What It Matches

access-list 101 deny tcp any  Packets with a TCP header, any source IP address, with a

gt 49151 host 10.1.1.1 eq 23 source port greater than (gt) 1023, a destination IP
address of exactly 10.1.1.1, and a destination port equal
to (eq) 23.

access-list 101 deny tcp any The same as the preceding example, but any source port
host 10.1.1.1 eq 23 matches, because that parameter is omitted in this case.

access-list 101 deny tcp any The same as the preceding example. The telnet keyword

host 10.1.1.1 eq telnet is used instead of port 23.
access-list 101 deny udp A packet with a source in network 1.0.0.0/8, using UDP
1.0.0.0 with a source port less than (It) 1023, with any

0.255.255.255 It 1023 any destination IP address.



Extended IP Access List Configuration
Commands

Command Configuration Mode and
Description

access-list access-list-number {deny | Global command for extended
permit} protocol source source-wildcard numbered access lists. Use a
destination destination-wildcard [log | log- number between 100 and 199 or
input] 2000 and 2699, inclusive.
access-list access-list-number {deny | A version of the access-list
permit} {tcp | udp} source source-wildcard command with parameters
[operator [port]] destination destination- specific to TCP and/or UDP.

wildcard [operator [port]] [established]
[log]



Network Diagram for Extended Access
List Example 1
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R1’s Extended Access List: Example 1

interface Esriall

ip addrees 172.16.12.1 2ER.28E.2EE.0Q

ip access-group 101 in

1

interface Ssriall

ip addreses 172.1&.13.1 255.255.2E55.0

ip access-group 101 in

1
acocegse-liet 10l remark Etop Bob to FTF eervere, and Larry to Esrwverl web
accesse-liet 101l deny top hest 172.16.3.10 172.16.1.0 0.0.0.25858 eg ftp
accese-liet 101l d=ny top hest 172.16.2.10 host 172.16.1.100 =g www

acecess-list 101 permit ip any any




R3’s Extended Access List Stopping Bob
from Reaching FTP Servers Near R1

interfacse Ethsrneti

ip address 172.16.3.1 255.285.2E85.0
ip access-group 103 in

accesa-list 103 remark deny Bob to FIF ssrvers in subnet 172.16.1.0/24
accegs-list 103 dsny tep host 172.16.2.10 172.16.1.0 O0.0.0.258 eg £tp
accega-list 103 permit ip any any




Network Diagram for Extended Access
List Example 2

Bugs Daffy
10111 1011.2
1l L1l
—— ——
e T subnet10.1.1.0

Subnet 10.1.130.0

50
@ Seville
S

ED
Subnet 10.1.3.0

‘ Subnet 101.2.0
N 1 il 1
[ ]l [ ]l [ ]l L]
— ' — — —
Sam Emma Elmer Red
101.214 10122 10131 10132



Yosemite Configuration for Extended
Access List Example 2

interface ethsrnet O

ip access-group 110 in

aaaaaaa liast 110 deny ip hoset 10.1.2.1 10.1.1.0 ©0.0.0.255
aaaaaaa list 110 deny ip 10.1.2.0 0.0.0.255 10.1.2.0 0.0.0.255

aaaaaaa list 110 permit ip any any




Building One-Line Extended ACLs:
Practice

1 From web client 10.1.1.1, sent to a web server in subnet 10.1.2.0/24.

2 From Telnet client 172.16.4.3/25, sent to a Telnet server in subnet
172.16.3.0/25. Match all hosts in the client’s subnet as well.

3 ICMP messages from the subnet in which 192.168.7.200/26 resides to
all hosts in the subnet where 192.168.7.14/29 resides.

4 From web server 10.2.3.4/23’s subnet to clients in the same subnet as
host 10.4.5.6/22.

5 From Telnet server 172.20.1.0/24’s subnet, sent to any host in the same

subnet as host 172.20.44.1/23.



Building One-Line Extended ACLs:
Practice (continued)

6 From web client 192.168.99.99/28, sent to a web server in subnet
192.168.176.0/28. Match all hosts in the client’s subnet as well.
7 ICMP messages from the subnet in which 10.55.66.77/25 resides to all

hosts in the subnet where 10.66.55.44/26 resides.
8 Any and every IPv4 packet.



Named ACL vs. Numbered ACL

Configuration
Numbered ACL Named ACL
ip access-list standard name
access-list 1 permit1.1.1.1 permit 1.1.1.1

access-list 1 pemmit 2.2 2.2 co—. permit 2.2 2.2
access-list 1 permit 3.3.3.3 permit 3.3.3.3



Named Access List Configuration

FEouterf cocmfigure terminal

Enter configuration commands, ons per lins. End with Ctrl-E.

Fouter (config)$f ip accese-list extended barney

Fouter (config-ext-nacl)# permit tep host 10.1.1.2 &g www any

Fouter (config-ext-nacl) $ deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
Router (config-ext-nacl) § deny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255
Router (config-ext-nacl) § deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255
Fouter (config-ext-nacl) § permit ip any any

Fouter (config-ext-nacl) # interface seriall

Fouter (config-if)# ip access-group barney out

Fouter (config-if1§ I

Fouterf show running-config

Building configuraticon...

Current configuration:

! linea omitted for brevity

interface ssrial 1
ip accese-group barney out

ip access-list extended barnsy

permit top host 10.1.1.2 =g www any

deny udp host 10.1.1.1 10.1.2.0 0.0.0.255
deny ip 10.1.3.0 0.0.0.285 10.1.2.0 0.0.0.285
deny ip 10.1.2.0 0.0.0.285 10.2.3.0 0.0.0.285

permit ip any any




Removing One Command from a
Named ACL

Routery comfigure terminal

Enter configuration commands, ons per lins. End with Cerl-Z.

REouter (configl é ip access-list extended barney

Router (config-ext-nacl) 4 no deny ip 10.1.2.0 0.0.0.255 10.2.3.0 0.0.0.255
Fouter (config-ext-naclif %

Ecuterfd show accesa-list

Extendsd IP access list barnsy

10 permit top host 10.1.1.2 =g www any
20 deny udp host 10.1.1.1 10.1.Z.0 0.0.0.2585

30 ds=ny ip 10.1.3.0 0.0.0.255 10.1.2.0 0.0.0.255
Bl permit ip any any




Editing ACLs Using Sequence Numbers

! Etep 1: The 2-line EStandard Mumbsred IP ACL is configured.
El# econfigurs terminal

Enter configuration commanda, ons psr lins. End with Ctrl-E.
Rl (config) $ ip accese-list atandard 24

El({config-std-nacl)$ permit 10.1.1.0 0.0.0.255
Eli{config-std-nacl)$ permit 10.1.2.0 0.0.0.255

Rl {config-std-nacl)$# permit 10.1.3.0 0.0.0.255

! Etep 2: Ddsplaying the ACL'a contents, without leaving configuration mode.
El{config-std-nacl)$ do show ip accese-lista 24
Etandard IP accsses list 24

10 permit 10.1.1.0, wildeard kits 0.0.0.2E55

20 permit 10.1.2.0, wildcard kdits 0.0.0.2E55

A0 permit 10.1.3.0, wildeard kits 0.0.0.2E55

] Etep 3: Etill in ACL 24 configuraticon mods, the line with seguence numksr 20 is
deleted.

Rl iconfig-std-nacl) § no 20

! Etep 4: Ddsplaying the ACL'a contents again, without leaving configuration mode.




Editing ACLs Using Sequence Numbers
(continued)

| Hote that lins mamkber 20 is no longer listed.
Rl {config-std-nacl) #do shew ip access-liste 24

Etandard IP accese list 24
10 permit 10.1.1.0, wildeocard bits 0.0.0.255

30 permit 10.1.3.0, wildcard kite 0.0.0.255

| Etep 5: Inssrting a new first linme in the ACL.
Rl iconfig-std-nacl)# 5 deny 10.1.1.1

| Etep &: Displaying the ACL's contente one last time, with the new statement
I {gequence numksr &) listed firast.

Rl iconfig-std-nacl)# do show ip accesa-liete 24

Ltandard IP access list Z4

& deny a [ e B |
10 permit 10.1.1.0, wildocard kite 0.0.0.2E5E

30 permit 10.1.3.0, wildcard bite 0.0.0.255




! Btep 7: A configuration snippet for ACL 24.

°
Adding To and |z
| The only lines ghown are the linss from ACL 24

access-list 24 deny 13.1.1.1

° °
D'IS la 'I n a acceas-list 24 permit 10.1.1.0 0.0.0.255
access-list 24 permit 10.1.3.0 0.0.0.2585
N l I m be red A‘ I | Etep 8: Adding a new access-list 24 global command
Rl# configure terminal

Enter configuration commands, ons per line. End with CHTL/E.

° [}
( nf] r t] n Rl (config) § accesa-list 24 permit 10.1.4.0 0.0.0.255
O u a O Eli{config) § "2

| Etep 9: Ddiaplaying the ACL's contents again, with segquence numbers. MNote that ewven
| the new atatement has besn automatically assigned a segquence number.
El# shew ip accesa-lists 24
Etandard IP acceszs list 24
5 deny 10.1.1.1
10 permit 10.1.1.0, wildecard bits ©.0.0.255
10 permit 10.1.3.0, wildeard bits ©.0.0.255
40 permit 10.1.4.0, wildecard kita 0.0.0.255

| Etep 10: The mumbered ACL confiquration remaina in old-style configuration commands.
El# show running-config

! The only lines ghown are the linss from ACL 24

access-list 24 deny 13.1.1.1

access-list 24 permit 10.1.1.0 0.0.0.255

access-list 24 permit 10.1.32.0 0.0.0.255

access-liset 24 permit 10.1.4.0 0.0.0.255




General Recommendations for ACL

Implementation

- Place extended ACLs as close as possible to the
source of the packet.

- Place standard ACLs as close as possible to the
destination of the packet.

- Place more specific statements early in the ACL.

- Disable an ACL from its interface (using the no
ip access-group interface subcommand) before
making changes to the ACL.
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