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Chapter 3 Objectives

The CCENT Topics Covered in this chapter include:

v/ Network Fundamentals

1.1 Compare and contrast OSIl and TCP/IP models.
1.2 Compare and contrast TCP and UDP protocols.
1.7 Apply troubleshooting methodologies to resolve
Problem:s.

1.7.a Perform fault isolation and document.

1.7.b Resolve or escalate.

1.7.c Verify and monitor resolution.

1.9 Compare and contrast IPv4 address types.
1.9.a Unicast

1.9.b Broadcast

1.9.c Multicast

1.10 Describe the need for private IPv4 addressing.



s srBex Figure 3.1: The DoD and OSI
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Figure 3.1 offers a comparison of the DoD model and the OSI
reference model. As you can see, the two are similar in concept,
but each has a different number of layers with different names.
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Figure 3.2: The TCP/IP
protocol suite

DoD Model
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Application TFTP SMTP NFS X Window

Host-to-Host TCP UDP
ICMP ARP RARP
Internet
IP
Network Fast Gigabit 10 Gig
Access Ethernet Ethernet | Ethernet | Ethernet

The DoD and OSI models are alike in design and concept
and have similar functions in similar layers. Figure 3.2

shows the TCP/IP protocol suite and how its protocols
relate to the DoD model layers.
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Figure 3.3: Telnet

Telnet was one of the first Internet standards, developed in 1969, and
is the chameleon of protocols—its specialty is terminal emulation.

>telnet 1.1.1.2
> /::7’

<& -«

Can | have access to
your command line?

EOkay! Configure me!)

I'll send everything in
clear text, including

passwords...
[Good, because | can’tj

do encryption!

Figure 3.3 shows an example of a Telnet client trying to connect to a
Telnet server.
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Figure 3.4: Secure Shell

>ssh admin@1.1.1.2
> /:—:’

<< <
| accept only
encrypted data!

Can | have access to
your command line?
Here is my response:
eSgkh2g42#$!@!#!$kjkal12s

Here is my encrypted
username, password and
key: a@#$alskdjf2H!Vm34

Figure 3.4 shows a SSH client trying to connect to a SSH server.
The client must send the data encrypted!
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Figure 3.5: FTP

>ftp@1.1.1.2
>
<

<

(I want to get a file!)

(Which one?)

No problem! Here is my
directory of available files!

| don’t know, what do
you have available?

FTP also allows for access to both directories and files and can
accomplish certain types of directory operations, such as relocating
into different ones.
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Figure 3.6: TFTP

tftp 10.1.1.2
> (;—;”’

—

(I want to get a fiIe!]

What files do you
have?

I’m not smart enough to
know what that means!
I’'m TFTP! | don’t
know!
Fine! Give me a specific file
from Flash memory. Here is

the name of the file...
| can do that!

TFTP doesn’t offer the abundance of functions that FTP does because
it has no directory-browsing abilities, meaning that it can only send
and receive files.
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Figure 3.7: SNMP

Simple Network Management Protocol (SNMP) collects and
manipulates valuable network information, as you can see in
Figure 3.7.

NMS Station

UP!! UGH!!

[MY FAN DIED! I'M BURNING}

OKAY! I'll sound
the alarm!

It gathers data by polling the devices on the network from a network
management station (NMS) at fixed or random intervals, requiring
them to disclose certain information, or even asking for certain
information from the device.
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Figure 3.8: HTTP

All those snappy websites comprising a mélange of graphics, text,

links, ads, and so on rely on the Hypertext Transfer Protocol
(HTTP) to make it all possible

http://www.Lammle.com
>
<€

| want to get some awesome
Cisco training! | want URL
|
www.lammle.com! Okay! Here is the web page for
www.lammle.com

Your browser can understand what you need when you enter a Uniform

Resource Locator (URL), which we usually refer to as a web address, e.g.
http://www. lammle.com/forumand

http://www. lammle.com/blog.
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Figure 3.9: NTP

NTP Server

What is the exact time?
/;——7’ >
<«

| have some errors to report but
| need to record them with the
correct time and date!

I’m connected to an atomic
clock on the Internet — here is
the exacttime and date!

Network Time Protocol (NTP) works by synchronizing devices to
ensure that all computers on a given network agree on the
time.
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Figure 3.10: DNS

What is the address for | don’t know. Let me check | know the answer!
Lammle.com? with another server! DNS Root Server
] g .
< - b
&) Lammle.com is O O
081‘,,) 198.1.78.115 DNS Server Lammle.com is:
% 198.1.78.115
7‘96’
.Z)é’

Domain Name Service (DNS) resolves hostnames—specifically,
Internet names, such as www.lammle.com. But you don’t have to
actually use DNS. You just type in the IP address of any device you
want to communicate with and find the IP address of a URL by using
the Ping program. For example, >ping www.cisco.com will
return the IP address resolved by DNS.




@’
E=al Ficure 3.11: DHCP client four-

step process

HeIp' | don’t have an address!

Client broadcast

DHCPDiscover

Server unicast
DHCPOffer

How about this address?

Client broadcast
DHCPRequest

Can’t | just use the
Fine! Here it is.

address | had before?  Server unicast

DHCPACK
<<

Awesome! I’'m somebody now!



Presenter
Presentation Notes
DORA! As meant?
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Figure 3.12: TCP segment
format

16-bit source port 16-bit destination port
32-bit sequence number
32-Bit Acknowledgment Number

h?:a%lzr Reserved Flags 16-bit window size
length
16-bit TGP checksum 16-bit urgent pointer
Options
Data

Figure 3.12 shows the TCP segment format and shows the different
fields within the TCP header.
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B Figure 3.13: UDP segment

Bit 0 Bit 15 Bit 16 Bit 31
16-bit source port 16-bit destination port I §
16-bit length 16-bit checksum o
Data

Figure 3.13 clearly illustrates UDP’s markedly lean overhead as

compared to TCP’s hungry requirements. Look at the figure
carefully—can you see that UDP doesn’t use windowing or provide for

acknowledgments in the UDP header?
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Figure 3.15: IP header

Bit 0 Bit 15 Bit16 Bit 31
Version | Header Priority and
(4) | length (4) | Type of Service (8) Total length (16)
|dentification (16) Flags (3) Fragmented offset (13)
Protocol (8) Header checksum (16)

Time to live (8)

Source IP address (32)
Destination IP address (32)
Options (0 or 32 if any)
Data (varies if any)

Figure 3.15 shows an IP header. This will give you a picture of
what the IP protocol has to go through every time user data that
is destined for a remote network is sent from the upper layers.

S91Aq 02




Figure 3.17: ICMP error
message is sent to the
sending host from the remote

router.
Lab A Lab B
el 0
ICMP packet
g
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1

Server 1
10.1.2.2/24

I’'m trying to

forward this

telnet to
0.1.1.5—
can you

10.1.1.0 network?
No, never heard of it!
Discard! Create ICMP packet!

request?

@l 10.1.4.2/24

<<

A A0 87 b

Figure 3.18: ICMP in action

10.1.5.2/24

10.1.5.3/24

10.1.5.4/24

10.1.5.5/24
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Figure 3.19: Local ARP
broadcast

| heard that broadcast.
The message is for me.
Here is my Ethernet address.

> |P:10.1.1.2 =727

| need the Ethernet
address of 10.1.1.2.

IP:10.1.1.2
Ethernet: 45:AC:24:E3:60:A5

ARP resolves IP addresses to Ethernet (MAC) addresses.



s srBex Figure 3.20: Summary of the

three classes of networks

8 bits 8 bits 8 bits 8 bits

Class A: Network Host Host Host
Class B: Network Network Host Host
Class C: Network | Network | Network Host

Class D: Multicast

Class E: Research

Figure 3.20 summarizes the three classes of networks used to address
hosts




Written Labs and Review
Questions

— Read through the Exam Essentials section
together in class.

— Open your books and go through all the
written labs and the review questions.

— Review the answers in class.
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