Web Application Security, Vulnerabilities, and Challenges v1.0

Create an account at http://www.hackedu.io

1. Within https://hackedu.io/all Web Application Security, do SQL Injection. Document and provide screenshots
on what you did to exploit the vulnerability.
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This course will focus on the Open Web Application Security (OWASP) Top 10 vulnerabilities. These
vulnerabilities are seen as the most critical security risks and they are plentiful in many web applications.
This is a good starting point in web application security to understand how to exploit the OWASP Top 10

and how to protect against them.
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Go to https://hackedu.io/all and go through any one of the public vulnerabilities. Document and provide
screenshots on what you did to exploit the vulnerability.
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Public Vulnerabilities
These lessons are based on vulnerabilities found in real applications from HackerOne's bug beunty program and other publicly disclosed vulnerabilities where you can experiment in a safe and legal
environmen.
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3. Go to https://hackedu.io/all and go through any three of the challenges. Document and provide screenshots
on what you did to complete the challenges successfully.
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Steal A Startup Invite

Get an Invite code to this hat new startup.

Worth 50 Points (Hand)

Indicating Hints

Get Information

Wiorth 15 Points (Moderate)

Bank Transfer

Craft a link and submit it that you would send 1o the
UEET eve to transfer 1000 Into bob's account.

Worth 20 Points (Moderate)

JS Safe

Well it's definitedy the 90s with the Aluminum-Key
Hardware password storage device. Lets see what

It has In store. The answer Is of the form: CTR{7FT)

Worth 20 Poinis (Moderate)

Mind Reader

Can you read my mind? The answer lg of the form:
CTF2?77)

Wiorth 50 Poinis Hard)

Bank Account Mumber

Get Imto the bank vault and steal the account
number.

Worth 10 Points (Easy)

Steal Bitcoln

Steal all of the bitcoin. Login using the credentlals
uEEMame: namey@saponack com password
AVNRDPDK. 5teal all of the money from
bob@mall.org. What Is your flag?

Worth 20 Poinis (Moderate)

ltmp/secrets Flle

Steal the fimpisecrets flle

Worth 50 Poinis (Hard)

letc/passwd Flle

Steal the /etc/passwd flie

Worth 15 Poinis [Easy)

Regaln Sesslon Access

Every new account Is hacked within a few seconds
and taken over with the hackers changing e
victims password. Try to re-gain access 1o your
atcount The answer [s of the form: lag(??27)

Worth 30 Poinis (Hard)

JS Safe 3.0

‘We've found this JS Safe on the Intermet, and want
1o know the password It was created with. Can you
help? The answer Ig of the form: CTR???7}

Wiorth 30 Poinis (Easy)

robots.txt Is not the only one

Get Information

Worth 10 Points (Easy)
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