Footprinting

Chapter 4
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Losing Control of Information

Business loss
Information leakage
Privacy loss

Corporate espionage
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What Is Footprinting?

The process of

researching and Process of researching a target carefully

and looking for useful information

uncovering

details about your

target will take Uncovering detailed information

some time to

oS (SN Ra Bl [.ooking for information that may be useful
during later steps

time will be well

spent if it helps Using publically available resources to gain

you refine your information

actions later to

Looking for carelessly or thoughtlessly
shared information in places such as social
networking sites

make them more
effective.
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What Types of Information to
Look For?

 Technical sources such as network information,
applications, IP address ranges, and device
information

e * Administrative information such as organizational
structure, policies, hiring procedures, employee
information, phone directories, and more

* Physical details such as location data, facility data,
people details, and social interactions
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How to Gather Information

Passive methods are those that do not
interact with the target.

Active methods are those that directly

engage the target such as using phone calls.

Open source intelligence (OSINT) consists
ot those sources such as newspapers,
websites, press releases, and other sources.
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Examining a Company’s
Website

Look for e-mail addresses that may tell more about a
specific individual.

Try to find a physical address (can be useful when

looking up a location on mapping services or Google’s
streetview).

Careers and job skills required can reveal a company’s
internal needs.

Product, project, or service information.
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Examining a Website Offline

Downloading
content to a local
drive allows for a
much closer and
detailed
examination of
website content
than may be
possible when
viewing the
website online

through a browser.

Examining a website can be made easier by
copying it to a local drive.

Allows you to search the files and
information within at your leisure.

Website downloaders are designed to

perform this task.
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What Can BlackWidow Do?

Eﬂlack\\'idow - hitp://win.softpedia.com/

4
i

Pause Scan

B

Stop Scan

@Browser ‘ Filters ‘

Scanner settings and status

Before you begin the scan, review the settings at the bottom of this page. You can select to download as you scan, or, wait unti the scan is done and
select (from the Structure) what you need to download, Keep in mind that scanning with mare than 6 connections may result in connection errars as most
servers only allow this much. When you start the scan, the list below will show you the status for each scan connections.

Status
Cookie Sent
Cookie Sent
Cookie Sent
Receiving Response
Receiving Response
Cookie Sent

Download while scanning

Preserve directory structure

URL

http://win.softpedia, com/dyn-search.php
http://win.softpedia, com/base_img/back_win_t.gif
http://win.softpedia, com/base_img/adv_search_windows.gif
htp://win.softpedia, com/base_ima/reqular_scrol_bg.gif
http://win.softpedia,com/base_ima/reqular_scroll_r.gif
hitp:/{win.softpedia, com/base_img/backt_win_|.jpa

Add proper file extension when needed

Elasped: 00:00:02 | Scanned: 1 | Remaining: 51 | Added: 1

B SO DA ol il
| Pty B
BLinkErrors ‘__-:jEma\Is ‘\:’g]ExtL\nks ‘ j Structure ‘

e | ¢ What can it download?
* Scriptable

* Network Spy

* Snapshot of web pages
* Scan filters

* Support for
customizable scans

Maximum connections: 6

Slowdown the scan

o0
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Downloading\Sites with Wget

(=] stretch@Sandbox:~ HEE
File Edit View Terminal Tabs Help
stretch@andbox th '/ l1fe.net/ \
. g- - 1 f

) - “index.html' s 7 I
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What Else to Learn from a

Website

What about subdomains?

Try locating a child of a website

such as beta.microsoft.com.

Subdomains are common but
not always easily detectable

They can be used to hide
content.

They can also be used to
delegate control to parts of a
company.

Subdomains are a division the
main website name. For
example, a subdomain of
Microsoft.com would be
support.microsoft.com or
beta.microsoft.com.
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Finding Old Versions of
Websites

INTERNETARCHIVE

mnu“ﬂﬂ“ “‘Hl} “l"u BROWSE HISTORY

445 billion web pages saved over time.

Tools E Subscription Sarvice ' Save Page Now

Sometimes an old and
long since removed
version of a website
needs to be located.

Using Archive.org these
websites can be located.

Archive.org features the
Wayback Machine for
viewing old sites.

Can be useful in
locating information
that a company realized
was a bad idea to
publish and removed.
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What About Google?

Search engines provide quick

Iy m\\ ' access to information, but not
N
all.

Search engines show only a
small fraction of available
information.

0( :,'_f } [ Additional information is
| e available with extra effort.

Google Search

I'm Feeling Lucky

Google hacking is used to
retrieve this hidden information.

Sptplatadatatstals

'..‘ © SYBEX Inc. 2016. All Rights Reserved.



Google Hacking Keywords

cache will display the version of a web page that Google contains in its
cache.

* Usage: cache:<website name>

link 1s used to list any web pages that contain links to the page in the
query.
* Usage: link:<website name>

site will restrict the search to the location specified.

* Usage: <keyword> site:<website name>

allintitle will return pages with specified keywords 1n their title.
* Usage: allintitle:<keywords>
allinur/~will only return results with the specific query in the URL.

 Usage: allinurl:<keywords>
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Using Google Alerts

Alerts are a feature present in many search engines that notity
you when something that fits your search criteria has been

posted.

* Google alerts are a customized automated search.
* They can be built to look for details that are useful.

* They can be used to keep an eye on a search while
you work on other tasks.

* Up to 1,000 alerts can be assigned to an e-mail
address.
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Searching for People

Spokeo: www.spokeo.com

Pipl: www.pipl.com

Yasni: www.yasni.com

/.abasearch: www.zabasearch.com

Intelius: www.intelius.com

/Z.oomlnfo: www.zoominfo.com

Infospace: www.infospace.com

KGB: www.kgbpeople.com

People: www.peepdb.com

Radaris: www.radaris.com
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Determining Location
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Using Social Networking

Because of the nature of
these services and their
tendency to skew toward
openness and ease of
sharing information, an
attacker does not have to
put in a tremendous
amount of work to learn
useful details.

Useful tool for information

gathering

Common to encounter over-
sharing of information
accidentally or deliberately

Easy to encounter information

leakage

Drawback 1s openness of
networks

Easy to collect information
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Popular Social Networking

There are several
social networks you
can use to search for
information, each
with 1ts own built-in
search function
allowing you to read

people’s information,

In addition, we also
locate it based on

geographic data.

Sites

d
d
Instagram Tumblr
(11])

'ou Tube
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Using Echosec to Mine Social
Networking

Services such as Facebook, Twitter, and Instagram can include information from
the GPS included in your smartphone or use location services on your laptop or
tablet to embed location data.
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Looking Up Financial

Information
Services such as Yahoo, Google, CNBC,

Usatoday, and countless others provide

information about a company that may
not be readily available through other
means.

Google finance naspacArpL

Company Apple Inc. financials Watch this stock

Summary
News
Option chain View: Quarterly Data | Annual Data

Related companies B Revenue | Netincome [ Profit margin (%)

J Income smemem\ Balance Sheet Cash Flow

. . . 1 =%
Historical prices 0000 100°
Financials
Markets

News {5000 50%

Portfolios

22800 18%

7500 25%
Stock screener

Google Domestic TU010 2010 2010 2011 2011
Trends @ @ M o @

Financial data can reveal useful

information about a company.

Public companies can be searched
via stock symbol.

Competitors may also have useful
information about the target.

Look for a company’s partners.

Look up press releases.

Find office locations.
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Using Job Sites

If you have browsed job postings,
you have undoubtedly noticed the
myriad of forms these things take,
but one of the common items is the
skills and experience section.

(naukricom

India's No 1 Jab Site

TIMESJOBS.COM

JobsAhead.om /4
Fill in your ambition indeed

one search. all jobs.

. shine: careerbuilder

' ‘ Baiinr dnrpary fur buider peagls
I

Job requirements and experience
Employer profile
Employee profile

Hardware information

Software information
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Working with Email as an
Information Source

For a malicious party
and a pen tester, the
information carried
by this medium is
staggering and is
valuable to an
attacker looking for
information of all

types.

Value 1s in email’s content and
volume

Politemail can allow for the
tracking of information

WhoReadMe can also allow
for the tracking of email

OS, browser type, and installed
ActiveX controls can be found in
email
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Whois is a utility designed
to allow you to collect

Using Whois

information about a domain

| commend Prampt

Givtenp)
Gistenpduhoiscl -¥ nicrosoft.con

HOTS Server: uhois.openses.net

Registrant:

Hicrosoft Corporation
One Microsoft Vay
ﬂgdmund, A 28052

Donain name: NICROSOPT.COM

fidninistrative Contact:
fidninistrator, Domain domainsBmicrosoft.com
(ne Nicrosoft Way
Rednond, Yn 98852
13
+ 4259524080
Technical Contact:
Hostmaster, MSN nsnhstBnicrosoft.con
(ne Microsoft Way
ﬁgdmund, W 98852
+ 4259428080

name or web address.
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Social Engineering

Inside every environment is the human being. This 1s in most

cases the weakest and easiest component to target. Human
beings tend to be one of the eastest places to extract
information from.

* Baiting

* Phishing

* Spear phishing

* Pretexting

* Tailgating

* Eavesdropping

* Shoulder surfing

* Dumpster diving
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Summary

Wealth of resources for gaining
information.

Most are easily accessible.
Research should be meticulous.

A healthy amount of time should be
spent on footprinting.

Thorough research will pay off later.

Be mindful of documentation.
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