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What Is Sniffing?

Sniffers are a 
broad category 
that encompasses 
any utility that has 
the ability to 
perform a packet-
capturing function. 

• Is the act of viewing information 
as it flows over the network

• Can be performed with hardware 
or software

• Preys on vulnerable networks and 
protocols
– Passwords (from email, the Web, 

SMB, FTP, SQL, or Telnet) 
– Email text 
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Lawful interception is legally 
sanctioned access to network data

Must have authority in pursuit of  
evidence or analysis

Regulated by the law

Sometimes called wiretapping

Law Enforcement and Sniffing

Lawful interception (LI) 
is defined as legally 
accessing 
communications and 
network data such as 
telephone calls or 
email messages. 



© SYBEX Inc. 2016. All Rights Reserved.

Insecure 
ProtocolsTelnet

rlogin

HTTP

SMTP NNT
P

POP

FTP

IMAP

Vulnerable Protocols

How successful you are at the sniffing process depends 
on the relative and inherent insecurity of certain network 
protocols. 
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Packet sniffing can capture any 
traffic flowing over a network.

Packet sniffers are 
commonly used for 
troubleshooting purposes.

Many tools are available to 
perform the process.

Passive form is just like 
eavesdropping on a 
conversation.

A Quick Overview

Packet sniffing, or 
packet analysis, is 
the process of 
capturing any data 
passed over the 
local network and 
looking for any 
information that 
may be useful. 
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What’s Required to Sniff?

Hardware in the form of   network 
adapters

Drive program or the core sniffing 
program

Buffer to temporarily store the 
results of  a sniff

Packet analysis capability to interpret 
results
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A Selection of Sniffing Tools

Sniffers

Wireshark Tcpdump

Windump

Omnipeek Dsniff Etherape
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Types of Sniffing

Passive 
Sniffing

• Sniffing when a hub 
is present

• Restricted to a 
network segment

• Tends to be stealthier

Active 
Sniffing 

• Sniffing when a 
switch is present

• Attempts to bypass 
switch

• Less stealthy
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What Are Hubs?
Central connection point for networks

Broadcast traffic received out through every port

Perform little to no filtering of  traffic

Slower and cheaper than switches

Not common in modern networks
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Network Switches

When a packet is received by the switch, the destination 
and source addresses and compares them to a table of 
network segments and addresses. 

• Switches
– Perform examination of each packet
– Look at source and destination of each packet
– Use information to direct traffic
– Separate network into  collision domains
– Isolate network nodes from one another
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Wireshark

As of

• As of this writing, Wireshark reigns supreme as perhaps the 
best sniffer on the market. 
• Wireshark has been around for quite a while, and it has 
proven its worth time and time again. 
• Wireshark is natively available on Windows, Mac OS X, 
and Linux. 
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tcpdump

A command-line 
packet sniffer

Intercepts traffic 
in TCP/IP format

Can send output 
to file

Known as being very 
fast and efficient

tcpdump is an open source 
network utility that is freely 
available under the BSD 
license. 
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Active Sniffing Close-Up

Active sniffing means the 
network has a switch instead 
of  a hub.

The switch actively regulates 
traffic.

The switch uses Address 
Resolution Protocol (ARP) to 
direct traffic.
The switch maintains an ARP 
table in memory to track MAC 
addresses.

When sniffing is performed in a switched network, it is 
called active sniffing.
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MAC Flooding

Involves flooding the switch 
with numerous requests

Overloads the CAM table in 
the switch

Causes switch to fail and act 
like a hub

A switch keeps track of MAC addresses received by 
writing them to a content addressable memory (CAM) 
table. If a switch is flooded with MAC addresses, it may 
easily overwhelm the switch’s ability to write to its own 
CAM table. 
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ARP Spoofing

Denial of  service

Man-in-the-
middle/sniffing

MAC flooding

The ARP protocol is a simple and efficient protocol, but 
one drawback is its lack of authentication, and as a 
result, there is no way to verify the IP to MAC address 
mapping. 
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MAC Spoofing

Fakes the MAC address of  an 
existing client

Allows a system to 
impersonate another

Can allow for the bypass of  
any mechanism that uses a 
MAC address to control 
traffic

MAC spoofing is a simple concept in which an attacker 
(or pen tester) changes their MAC address to the MAC 
address of an existing authenticated machine already on 
the network. 
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SMAC
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Sniffing Countermeasures
Use a hardware-switched network for the 
most sensitive portions of  your network.

Implement IP DHCP snooping on switches 
to prevent ARP poisoning and spoofing 
attacks.

Implement policies preventing promiscuous 
mode on network adapters.

Be careful when deploying wireless access 
points, knowing that all traffic on the 
wireless network is subject to sniffing.

Encrypt your sensitive traffic using an 
encrypting protocol such as SSH or IPsec.



© SYBEX Inc. 2016. All Rights Reserved.

Summary
• Sniffing allows the interception of 

network traffic.
• Sniffing targets vulnerable or insecure 

network protocols.
• Sniffing uses packet sniffers to gather 

traffic.
• Sniffing comes in active and passive 

modes.
• Sniffing can be impacted by hubs and 

switches.
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