Chapter 11 Phase 5:
Covering Tracks and Hiding




Attrition Web Site

¢ Contains an archive of Web vandalism attacks
http://www.attrition.org/mirror/attrition

’3 ATTRITION Mirrored Sites - Microsoft Internet Explorer

Tools  Help n

ch [ Favor

Group/Person AMCO Jite zool

[01.05.21] [attrition] i )
[01.05.13] NT [HeOrtz] { j 131.111.91.251

[01.05.13] 2k [LinuxLover] { ) 163.121
[01.05.13] 2k [WFD] { } z1z.199.89.22

[01.05.13] 2k [WFD] c { ) 212.199.69.27

[01.05.13] NT [tty0] { ) 203.231.228.151

[01.05.13] NT [ttyd] [ ) 196.14.236.83

[01.05.13] 2k [WFD] c { ) 212.199.69.37

[01.05.13] NT [RE Tesam] { ) 200.37.255.230

[01.05.13] 2k [WFD] { ) 212.199.69.28

[01.05.13] NT [tty0] { ) 200.177.96.119
[01.05.13] Zk [WFD] c { ) 212.199.69.25

[01.05.13] 2k [HacGiver] { ) 200.241.120.52
[01.05.13] Li [dvo8] n { j 200.249.220.34

[01.05.13] Lr [brok3d] { ) 200.246.247.172

[01.05.13] NT [nIno] { ) 210.168.222.35

[01.05.13] Zk [nouse] i { } Z0%.151.38.8

[01.05.13] 2k [crimd Orgdnlzdd] MO { ) 195.239.105.27

[01.05.13] Zk [Agressive Baoys] n { ) 209.10.53.247

[01.05.13] NT [Dr4k3] { } 195.66.47.213

[01.05.13] Zk [fux0Or] { y 207.168.91.5

[01.05.13] NT [Neocid] { ) 216.167.127.51

[01.05.13] Zk [tuxtenda] n { ) 212.187.1.183

[01.05.13] Zk [sysadmcen] { ) 64.213.138.202

[01.05.13] NT [viruskrewu] { ) 213.191.144.65

.05.13] NT [infidelz] c { ) 204.20%.5.142
[schlzOphrinic] 216.226.194.6

& Internet

¢ Most attackers, however, wish to keep low profile


http://www.attrition.org/mirror/attrition

Hiding Evidence by

Altering Event Logs

K Attackers
associlateo
elevating

like to remove evidence from logs
with attacker’s gaining access,
orivileges,and installing RootKits

and backo

O0rS

— Login records

— Stopped

and restarted services

— File access/update times
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Event Logging in Windows NT/2000

¢ Security-related events such as failed login
- attempts or failed access to files are stored
=== Infile SecEvent.Evt

7. o System events such as inability in starting a
system service are stored In file
SysEvent.Evt

¢ Application events related to applications
such as databases or web servers are stored
In file AppEvent.Evt




Aaid] ¢ Event Viewer - Security Log on \\EDWORKSTATION
it Log Yiew Options Help

: SECUrhy Frivilege Uze afs
e @3,."1 E,JEI'I 5 54:23 AM Security Frivilege Use efs EDWDF%KST;_
; 3413401 10:47:04 AM Security Frivilege Use efs EDWORKS T
iR S 3240 3:24:37 PM Security Frivilege Use efs EDWORKST:
= /311701 10:16:23 Ak Security Frivilege Use efs EDWORKST#
o | 310701 1:33:16 P Security Frivilege Use efs EOWORKST:
o | §3/10/01 5:35:01 AM Security Frivilege Use efs EDWORKST#
BRena || 6519701 10:31:27 AM Security Frivilege Use efs EDWORKST
MG EER B:14:03 Ak Security Privilege Use efs EDWORKST#
& 3/8/0 B:11:38 AM Security Frivilege Use efs EDWORKST
: 55422 Ah Security Logon/Logof SYSTEM EDWORKST#
10:04:31 AM Security Frivilege Use efs EDWORKSTs
7:54:35 P Security Frivilege Use efs EDWORKST#
7:33:16 P Security Frivilege Use efs EDWORKST
7:32:58 P Security Frivilege Use efs EDWORKST#
7:32:46 PM Security Frivilege Use efs EDWORKST:
2:41:31 P Securnty Frivilege Use efs EDWORKST#
4:52:48 AM Security Frivilege Use efs EDWORKST:
3:40:58 P SEeCUrty Frivilege Use efs EDWORKST#
£)3/5/01 f:40:39 AM Security Privilege Use ets EDWORKST:x

Figure 11.1 Windows NT Event Viewer




Altering Event Logs In
Windows NT/2000

¢ opening or editing event log files cannot be
~ done with a standard file editing tool

: ~ « Deleting event log files possible but may
L. cause suspicion

¢ WinZapper tool allows attacker to
selectively delete security events

http://ntsecurity.nu/toolbox/winzapper



http://ntsecurity.nu/toolbox/winzapper

The

§  attacker
has chosen
these

events to
be deleted.

I Wingapper - http://ntsecurity. nu

Wircdapper 1.0 - [c] 2000, Ame Vidztrom, arme vidstrom@ntzecuniby, nuw - ko ntzecigiy nutookbos/winz appen

Type Date and Time | Category User | More Infor = |
Faihwe Audit Sat Mar 03 20:15:15 2001 Prvilege Lze EDVWORESTATIOMefs  Secunby 4
Failwe dudit  Sat bar 03 20:31:48 2001 Prvilege Lse EDWORESTATIOMefs  Secunby 4
Falwe Audit  Sun Mar 04 08:26: 43 2001 Privilzge se EDWORESTATIOMNYefs  Secunty 4
Faihge Audit  Mon Mar0506:40:33 2001 Prvilege Use EDWORKSTATIONels  Securily 4
Faibme Audit Mo Mar 05 1540:58 2001 Privilege Use EDWORESTATIONEfs  Securnby 4
Fahwe dudit  Tue bar 06 04:52: 48 2001 Pvilege |ze EDWORESTATIONefs  Secunby 4
Fale dudit Tue Mar 06 14:47;37 2001 Frvilege Use EDWORESTATIONefs  Secunty 4
Faihge Audit  Tue Mar 06 13:32.46 2001 Pivilege L ze EDVWORKSTATIONefs  Securly -
Failwe Audit Tue Mar 06 15:32:58 2001 Privilege Uze EDWORESTATIONYEfs  Securiby -
Fahwe Sudit Tue Mar 06 15:32316 2001 Prvilege Ll ze EDWORESTATIOMYefs  Secunty 4
Falme dudit  Tue Mar 06 13:54; 35 2001 Fivilege Lze EDWORESTATIONefs  Secunty 4
Faiwe dudit  Wed Mar 07 10:04:20 2001 Pivilege Uze EDWORESTATION el Securily 4
e el T bdar 08 05:54; 22 2001 Logon./Logoff MT AUTHORITYMSY'S...  efz EDWT
Failhwe Audit Thu Mar 08 06:11: 37 2001 Privilege L se EDWORESTATIOMYefs  Secunty 4
Fahwe dudit  Frbar 09 08:14:03 20010 Fivilege Lse EDWORESTATIONefs  Secunty 4
Falure Audit  FrMar 09 10:31: 27 2000 Finilage Uze EDWORESTATIONels  Securly 4
I CEReE  Sat Mar 10 05:35:01 200 Pivilege Use EDWORESTATIONYefs  Secunty 4
EEIN Rl Sat bar 10 133316 2001 Privilege L sze EDWORESTATIOMYefs  Secunty 4
PR Sun Mar 171 10:16:20 2007 FPmilege Usze EDWORESTATIOMefs  Secunby 4
Falwe dudit  Mon Mar 12 15;24; 37 2001 Fivilege Lse EDWORESTATIONefs  Secunly 4
Faibwe Audit Tue Mar 13 10:47:01 2001 Privilege L se EDVWORESTATIONefs  Securniby 4
Fahwe dudit  Thu bar 15 05:54: 23 2007 Pivilege e EDWORESTATIONefs  Secunty 4
IV Thu Mar 15 08:17:04 2001 Frvilege se EDWORESTATIONefs  Secunty 4J

=
|
4| | b
Delete events and Exit E:at without changes

Figure 11.2 WinZapper tool lets an attacker selectively delete

events from Windows NT/2000 event logs




Altering System Logs In Unix

¢ Unix log files are stored in files specified In
/etc/syslog.conf (eg. /var/adm/messages)

K Attackers can alter log files via editors such
=% as Vi or emacs




Altering Accounting Files in Unix

¢ utmp, wtmp, and lastlog files are the main
accounting files in Unix

— Written in special binary format

— Can be edited using tools such as remove,
wtmped, marry, cloak, logwedit, wzap, and
zapper

e http://ftp.technotronic.com/unix/log-tools
e Tools included in RootKits



http://ftp.technotronic.com/unix/log-tools

------
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Unix Shell History Files

¢ stores a complete list of all commands
= entered by the user at the Unix command
=@ prompt
2 ¢ o Usually stored in users’ home directories
¢ Attacker may configure the length of the
shell history file to be zero but may raise
suspicion
¢ Careful attacker will remove unwanted lines
from the history file via ASCII editor




Defenses for Log and
Accounting File Attacks

¢ Activate logging on your critical systems

¢ Set proper permissions on the log files, utmp,
wtmp, lastlog, and users’ shell history files

= ¢ Setup a a separate logging server

— Add line “syslog 514/udp” to /etc/services on logging
server

— Modify /etc/syslog.conf on critical server to redirect
desired message types to logging server

— Hostname and IP address of logging server should be
added to /etc/hosts on critical server to thwart DNS
attack

— In Windows NT/2000, replace EventLog service with an
NT-compatible version of syslog to centralize logging
o Kiwi syslog for NT http://www.Kiwi-enterprises.com



http://www.kiwi-enterprises.com/

Defenses for Log and
Accounting File Attacks (cont.)

= o+ Encrypt log files http://www.core-
= sdi.com/english/freesoft.html

| ¢ On Linux systems, make log files append
< only

$ chattr +a [log_filename]

¢ Store logs on write-once media such as
CD-ROM



http://www.core-sdi.com/english/freesoft.html
http://www.core-sdi.com/english/freesoft.html

Creating Hidden Files and Directories in UNIX

s 1ls
ftp httpd nctest test tools

T

Any file with a name starting with " is omitted by default

S ls -a
.stuff ftp httpd nctest test tools

T

Files or directories that start with a ". " are shawn because we used the -a flag, including
the attacker's ".stuf£” file. Note that the current directory (".") and parent directory
(".."] are included in the output as well.

S mkdir ". "

?

Make a directory with the name period-space.
S ls -a

This is a file or directory where the attacker can hide items,

.stuff ftp httpd nctest test tools




Creating Hidden Files In
Windows NT/2000

¥ B Right-click on file or directory in Windows
. Explorer and selecting “properties”
Properties 21 x|

oS s General I Security | Summa:'_l,ll

I skt

Type of file:  Text Document Check this bOX,

Opens with: ..'.2] Motepad Change... / and the SE'ECtEd
S file is hidden

Location: C:\Documents and Settingsiefs\My Documents
Size: 2819 bytes [289 bytes]
Size on disk: 4.00 KE [4.03E bytes]

Created: ‘“Wednesday, February 21, 2001, 5
Modified: ‘wednesday, February 21, 2001, 5:37:15 PM
Accessed: Today, March 15, 2001, #57:15 PM

Attributes: I~ Read-only [ Hidden Advanced... |

Cancel |




Showing Hidden Files In
Windows NT and Windows 2000

=+ On WIinNT’s Windows Explorer, click on “view” menu to

show all files

I , ¢ In Win2000’s Windows Explorer, click on folder options

WINDOWS NT

Hadiden hies:

7 S ol files
= Hids fles cf thate Lpe: «
Hidden Fle:

MWL Ppplcabon Extenson)
TS |:.?=:'r.'r fil=)

WD WD File]
-2 [¥wtuial davace dimear|
NEY  Misuviss ddar]

™ Dusplay thw bull path ey e lithe ba

I Hide fe gxtersions for known fie lypes

I Display compressad files and lokdets with altensts colar
I+ Irchude description bar for okt and lell pasas

Clicking
this option
will show
files with
the hidden
attribute.

WINDOWS 2000

Germial Vi | il Types | Oifine Fie |
Folde: veews

“fou can ool 2l of pour lokden: bo the sams vieyw

| |CEseiAvFaie:

Sy siced celfnge
[=] File= arwd Folders -
O Display comprassed fler s foldere with stemste ook
D Dresplawy Bz Dl poalh s the addiess ba
[ Drisplay this ful pathi e bar
] Hidden filsz and folders
(& Do not show Radden e and (okdess
Shiow Fedden fles &nd (okders
[7] Hid= fils ssbanzins fon knosn fis bpes
Hide pualecled oo slirg spslenm Bes |Fesoammend e
[ Laarch folder windows moa sepasts process o
[ Revnember each lokie's v selbngs
] Show My Documerts on the Deikhop :!

Fieciore Defaultc I

DK, Cancel |




Hiding Information In
Windows NT/2000

¢ NTFS allows every file to have multiple
. streams of data associated with It

= |« The normal contents of a file that can be
2.4 seen and accessed by users Is a stream Itself

¢ Other data can be attached and hidden as
separate stream using “cp” program in
Windows NT Resource Kit

C:\> cp stuff.txt notepad.exe:data
C:\> erase stuff.txt

C:\> notepad.exe

C:\> cp notepad.exe:data stuff.txt




Defenses from Hidden Files

¢ Use file integrity checking tools such as
 Tripwire to check contents of files and
directories to verify that no additional data,
files or directories have been hidden in them

¢ Use host-based IDS tools and anti-virus
tools to check for presence of hidden file
and generate alert message



Covert Channels

- ¢ Communication channels that disguises data

while 1t moves across the network to avoid

.~ detection

¢ Require a client and server

¢ Can be used to remotely control a machine
and to secretly transfer files or applications



ANNEL

CLIENT SERVER

"Hidden" Data

Figure 11.5 A covert channel
between a client and a server



Techniques Used to Get a
Covert Channel Server Installed

? ¢ Perform a buffer overflow on victim and
' Install a backdoor

B+ Email an unsuspecting user an executable

which installs a covert channel server

¢ Install covert channel as a contractor or
employee with administrative privilege



Tunneling

o Carrying one protocol inside another
protocol

— Eg. Tunneling AppleTalk traffic over IP
7 ¢ Any communications protocol can be used
B to transmit another protocol

— SSH protocol used to carry telnet, FTP, or X-
Windows session

¢ Used by covert channels
— Loki
— Reverse WWW Shell




LokKi

"+ Covert channel using ICMP as a tunnel to carry
Interactive communication with a backdoor
listener

¢ More stealthy and difficult to detect than other
backdoor programs that listen on a given
TCP/UDP port

¢ Description and source code available at
nttp://phrack.com

¢ Loki client wraps up attacker’s commands in
ICMP and transmits them to the Lokl server
(lokid)

¢ Lokl server upwraps the commands, executes
them and wraps the responses up in ICMP packets

¢ Lokid must be run with root privilege



http://phrack.com/

G Em

LOKID
INSTALLED ON
VICTIM

LOKI
CLIENT

ICMP...looks like "ping”
and "ping response”

Figure 11.6 Loki hides data
Inside ICMP messages




Loki (cont.)

¢ can only be detected via the presence of
Lokl daemon process running as root on
the victim and the presence of bidirectional
ICMP traffic

| ¢ Can disguise Its packets as DNS gqueries and
responses by running over UDP port 53
¢ Supports protocol-switching by typing
“/swapt” on client to toggle between ICMP
and UDP port 53

¢ Supports encryption of ICMP payload
Information



Reverse WWW Shell

- ¢ Uses HHTP as a covert channel

¢ Allows an attacker to remotely access a

- victim machine with a command-line

= == prompt

> ' ¢ A Reverse WWW Shell server and Perl
B interpreter must be installed on the victim
machine

¢ A Reverse WWW Shell master software
and Perl interpreter must be installed on the
attacker’s machine

¢ Can sneak past firewall
¢ Perl code available at http://thc.pimmel.com



http://thc.pimmel.com/

(@  Reverse WWW Shell (cont)

¢ Every minute, Reverse WWW Shell server
will contact the master to retrieve
commands issued by the attacker

2 =+ Reverse WWW Shell server executes the

sending HI

commands, sends the results to Reverse
WWW Shell master (via http request), and
retrieves the next command (via http reply)

¢ Victim machine appears to be a web client

TP Get commands while

attacker’s machine appears to be a web

Server



Gee
sormeane is
browsing the
Web

J INTERNET Firewall INTERNAL

NETWORK

Bad guy installs
Reverse WWW Shell

e

*------------------

T T
e

Fxacute the
command

Command line interface herel
listening on TCF port B0

Figure 11.7 Reverse WWW Shell looks like outgoing Web
access, but is really incoming shell access




Protocols used for

Covert Channels
~ + ICMP
. ¢ HTTP
¢ Telnet
B 4 SMTP
¢ FTP
¢ Streaming audio
¢ SSH




Covert TCP

¢ http://www.psionic.com/papers/covert
¢ Uses TCP and IP headers to create covert channels

¢ Data can be hidden in various fields

— |IP Identification field
* One character embedded per packet

— TCP sequence number
* One character embedded per SYN request and Reset packets

— TCP acknowledgement number

» One hidden character per packet is relayed by a “bounce”
server

¢ Can send data over any TCP source/destination
ports
— Can bypass firewall if use ports such as 25 or 53



http://www.psionic.com/papers/covert

Figure 11.8 The IP and TCP headers



@ SYN (A, I1SN,)

Spoofed to appear
to come from
receiving
server

ACK (A, ISN4) SYN (B, ISNg)

@Flle is received.
one character
at a time

COVERT_TCP RECEIVING SERVER

used in client mode with address A: Covert TCP
listening in server mode

Figure 11.9 Using Covert_TCP with a bounce server




Defenses against
Covert Channels

¢ Don’t let attacker get root or administrator
'~ access on hosts

— Harden OS
— Install latest security patches
¢ Install network IDS

— Loki and other covert channels can be detected
by Snort
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