Chapter 14
Intrusion Detection




Hacker Capabilities
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Types of Attackers

_ Inexperienced
rusted (Inside) User (Script-Kiddy) Hackers

Untrusted Experienced
(External) Individuals (Professional) Hackers




TCP SYN Flood DoS Attack

Server

SYN with unused source IP address

SYN-ACK which @
will get no response

SYN with unused source IP address

SYN-ACK which @
will get no response

@ SYN with unused source IP address

SYN-ACK which
-
will get no response @




Trinoo Network Attack
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Tribal Flood Network (TFN)

Compromised
Host

Client Client Client Client

ICMP Echo Replied,
tcp, udp

ICMP Flooding
YN Flooding
Smurf




Buffer Overflow Attack
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Top 25 vulnerabilities

The table lists the most commonly found vulnerahilities on customer sites during
internal and external Security Posture Assessments (SPAS). The vulnerahilites at the
top of each column are the moaost camman.

Rank Internal External

1 Fossible Denial of Service (Dos) TFTP Semice Enableds=Read
==Read -
Weak Passwords==Fead finger Global==Head
finger Global==Read sendmail HELP==Fead

Mail Spam or Linsolicited Commercial E-
mail (UCE)==Fead

o] finger Relay==Eead Fossible Denial of Service (Do5)==Fead

ShMP Community Mame Guess --
Fublic==Fead

4 Microsoft SMMP Get Info==REead

Weak Passwords==Read

sendmail Reconnaissance: EXPM and

T SNMP read community stingz=Read | or 0

Mail Sparn or Unsolicited

Commercial E-mail (UCE)==Read SMTF HELF-=Fead

15 Unicode Remote Command
Execution==Fead

Microsoft 1S .idg Requests Reveal
Directory Faths==Read

E| finger Walk with Digits==FEead

10 sendmail HELP==Read

11 RPC portmapper Active==Fead SMTP Relay==FRead

17 sendmail Reconnaissance: EXPR sendmail Program Sender (Fipe Frarm)
and VRFY==Read ==Read

g3 I8 Unicade Remote Command e meapc yuinerability==Read
Execution==Read

14 FeadAccessto MNethios SMTE-VREY==Raad
Share==Fead -

19 TFTF Service Enabled==Read RPC potmapper Active==Fead

16  Anonyvimous FTP==Eead 15 .hir Overflow==Read

17 SMTF Relav==Read fincerWalk Dot==Read



Detecting Intrusions

¢ Statistical anomaly-based 1DS

18  _ Uses thresholds for various types of activities
. | ¢ Pattern matching or signature-based IDS
= _ Uses a set of rules to detect an attack

— Content-based and context-based signatures

¢ Cisco host-based and network-based IDS
detect attacks based on signatures and
anomalies




Types of Signatures
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Case Study: Kevin Metnick’s
= Aftack on Tsutomu Simomura’s
Computers



http://www.gulker.com/ra/hack/tsattack.html
http://www.gulker.com/ra/hack/tsattack.html
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