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NBAR  



NBAR 

♦Network-Based Application Recognition 
♦Available in Cisco IOS 
♦Monitors traffic at layers 4 through 7 
♦Can be used to provide QOS to time-

sensitive applications 
♦Can be used to do traffic shaping or 

bandwidth management 
♦Can be used to identify and control attacks 
 



Classification of Traffic 

♦ static TCP or UDP port number 
♦Dynamic TCP or UDP port number 
♦Non-TCP and non-UDP IP traffic 
♦Deep packet inspection 
♦Differentiates approximately 100 protocols 

and applications 
 



NBAR Packet Inspection 



Using NBAR 

♦Define a traffic class using “class-map” 
♦Create a traffic policy for class using 

“policy-map” 
♦Apply traffic policy to network interface 

using “service-policy” 



NBAR configuration on IOS 
router to block Code Red Worm 
class-map match-any codered 
   match protocol http url “*default.ida*” 
   match protocol http url “*cmd.exe*” 
   match protocol http url “*root.exe” 
 
policy-map mark-codered 
   class codered 
   set ip dscp 1 
 
int serial0 
   service-policy input mark-codered 
 
int ethernet0 
   ip access-group 100 out 
 
access-list 100 deny ip any any dscp 1 
access-list 100 permit ip any any 



NBAR configuration on IOS 
router to block Kazaa traffic 

class-map match-any p2p 
   match protocol fasttrack file-transfer * 
 
policy-map block-p2p 
   class p2p 
      set ip dscp 1 
 
int FastEthernet0 
   description PIX/Inside facing interface 
   service-policy input block-p2p 
 
int Serial0 
   description Internet/Outside facing interface 
   ip access-group 100 out 
 
access-list 100 deny ip any any dscp 1 
access-list 100 permit ip any any 
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